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Introducing Protect Server on Azure

Workshare Protect Server provides server-side metadata cleaning and document
processing. A web application - the Workshare Protect Server web console — is provided
to enable administrators to configure which metadata to remove and to enable them to
view a history of what was previously removed.

Workshare Protect Server is a mail gateway that removes metadata from Microsoft Office
attachments (Word, Excel and PowerPoint) as well as PDF attachments. It can also
automatically convert Microsoft Office attachments to PDF. It processes all emails passing
through the corporate mail server (which is all emails), including those that originate from
webmail and mobile mail clients. By locating this processing effort on the server, email
send performance on the originating device is not impacted, and users are not affected.

When Protect Server is installed on Microsoft Azure - rather than on your premises — there
is no user integration with Active Directory. This difference means:

» Single web-based user logon to Workshare Protect Server web console.
» No group-based profiles to enable metadata processing per AD group.

Additionally, when Protect Server is installed on Azure, it doesn’t support the processing of
password-protected attachments.

Note: Protect Server on Azure has access control functionality enabled by default.

Spam prevention software

Maintaining Protect Server machines on Azure presents a challenge for mail delivery.
Emails originating from the Azure infrastructure (or any public cloud service) are often
rejected due to spam prevention software at the server level. It may be necessary to relay
email via an on-premise mail server as follows:

Exchange Online Protect Server on Azure

E-J

On-premise relay machine
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e For outbound email:

Exchange Online — (TLS) — Protect Azure — (TLS) — On-premise relay — Final
delivery

¢ For clean summaries:

Exchange Online — (TLS) — Protect Azure — (TLS) — On-premise relay — (TLS)
— Exchange Online

Deployment Overview

This section describes the steps required to deploy a new instance of Workshare Protect
Server from the Azure Marketplace. You should adapt these instructions to fit your own
requirements.

The instructions in this guide will produce a machine with the following settings:

 DNS name: protectserversample.cloudapp.net

o Local Administrator user name: ProtectAdmin

e Local Administrator password: DontUseThisPassword
o Machine size: D2-V2 Standard

o

[u}

[u}

[u}

o

o

2 vCPUs

7GB RAM

4 data disks
4x500 max IOPS
100GB local SSD
Load balancing

¢ Machine location: Central US/North Europe

In order to set up the mail flow correctly, you need to record the following parameters:

ID
A
B

Record Value
External Protect Azure machine IP address

External on-premise relay IP address
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Endpoints

These are the ports which Workshare Protect Server requires for operation and
configuration.

Endpoint Protocol Public Port
SMTP TCP 25
HTTP TCP 80
HTTPS TCP 443
RDP TCP 3389

Supported SQL servers

Protect Server works with Microsoft SQL Server 2012, 2014 or 2016 with Full Text Search.

Note: The Azure SQL service is not supported.

Deployment steps

The steps required for the deployment are as follows:

e Azure configuration
= Create resource group
o Create network security group
= Add new Protect Server machine
= Add new remote SQL server (optional)

o Protect Server configuration
= Configure the newly created Protect Server machine

o Exchange Online configuration
= Connect your Exchange Online instance to Protect Server
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Azure Configuration

Create a resource group

This is an optional step, but it is recommended in order to keep all resources related to
Protect Server together. This helps locate and modify these resources on the Azure
management portal.

In the unlikely event that the resources built for the Protect Server installation need to be
removed from the Azure portal, deleting the resource group ensures that there are no
floating resources that will remain in the Azure management portal.

Once the resource group is created, note the name down as this will be used in the next
three steps.

To create a resource group:

1. Click Resource groups in the Hub menu on the left. If this option is not present in
the menu, you'll find it by clicking More Services > at the bottom of the Hub menu.

2. Click + Add in the top bar under the title Resource groups.
3. Name your resource group and select your subscription as appropriate.

4. Select the resource group location. You are recommended to pick a geography as
close to your physical office as possible, to reduce network lag time.

5. Click Create.

All the resources that you create in the next three steps need to be associated with this
resource group.

Create a network security group

In this step, you will create an Azure network security group called "Office365NSG". This
will be shared amongst all Protect Server machines. If you use a different name for the
network security group, then note the new name as this will be used in the next two steps.
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You must ensure the following ports are enabled in the Azure network security group:

Port

25

80

443

3389
(default)

To create a network security group:

Service

SMTP

HTTP

HTTPS

RDP

Direction

Inbound

Inbound

Inbound

Inbound

IP Range

To ensure a secure Protect Server installation,
the inbound addresses should be limited to
those used by Exchange Online. See
https://technet.microsoft.com/en-
gb/library/dn163583(v=exchg.150).aspx

If you're intending to route email from other on-
premise installations to your Protect Server on
Azure, add the IP addresses of those servers
too.

This is for access to Protect Server’s web
console.

This is for access to Protect Server’s web
console.

This is for access to the remote desktop on both
Protect Server and SQL Server (if installed).

1. Click More services > at the bottom of the Hub menu on the left.

W N

subscription as appropriate.

® N o o

Scroll down to the Networking sub-section, and click Network security groups.
Click + Add in the top bar under the title Network security groups.

Name your network security group (“Office365NSG” preferred) and select your

Select Use existing and select the resource group created in the previous step.
Assign the location to be the same as the resource group.
Click Create.

Click your newly created network security group from the list shown. (Click

O Refresh | i the top bar under the title Network security groups if you don’t see
your group already.)


https://technet.microsoft.com/en-gb/library/dn163583(v=exchg.150).aspx
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9. Add inbound security rules to match the list above.

o

[u}

HSOF N5SG

Add inbound security rule

Select Inbound security rules (under Settings) in the left menu.
Click + Add.

4" Basic
* Source @
| Any v
* Source port range @
W
* Destination ®
Any ~

* Destination port range @

8080

* Action

* Pricrity @
100

* Name

Port_null

Description

ubp

Add new Protect Server machine

In this step you create your Protect Server machine.

To set up a Workshare Protect Server machine:

1.

2
3.
4

Log on to the Azure portal (https://portal.azure.com).

Click + NEW in the Hub menu.

Click Compute.

Search for Workshare Protect Server.


https://portal.azure.com/
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5. Click Workshare Protect Server (BYOL).
6. Click Create to get started.

7. In the Create virtual machine blade, configure the following:

= Basics

Name: The name you'd like to assign to the Protect Server
Select the VM disk type to be HDD
User Name: The Admin user name for the machine

Password/Confirm Password: The Admin password for the user name
above.

Select your subscription
Choose the resource group created earlier
Choose the location that the resource group belongs to.

= Size

A D2_V2 Standard machine is recommended (at the minimum). A D2_V2
Standard machine has the following configuration set:

2 vCPUs

7GB of RAM

4 data disks

4x500 max IOPS
100GB local SSD

Load balancing enabled

o Settings

Select None for Availability Set
Use managed disks

Create a new virtual private network. Note the name of this network for
when the SQL server is created.

Set the Public IP address to be static

Select the network security group created in the earlier step
Don’t select any extensions

Disable Auto-shutdown

Enable Boot diagnostics

Disable Guest OS diagnostics

= Purchase

Confirm your purchase with the Purchase button.

Azure will now provision your VM and will indicate it is complete in Notifications in the

Hub menu.
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Add new remote SQL server

You have the option to use the on-board SQL Express installation on Protect Server. This
helps reduce the amount of configuration required, and saves additional servers from
being built and billed to you.

However, in the case of disaster recovery friendly installations, it is recommended that you
have more than one Protect Server in your mail flow. For this scenario, you would need to
set up a remote SQL server.

To set up a remote SQL server:

1.

2
3.
4
5

Log on to the Azure portal (https://portal.azure.com).
Click + NEW in the Hub menu.

Click Compute
Search for SQL Server 2016 SP1 Standard on Windows Server 2016.

Ensure that Resource Manager is selected as the deployment model, and then
click Create.

In the Create virtual machine blade, configure the following:

= Basics

Name: <Name you’d like to assign to the Protect Server
Select the VM disk type to be HDD
User Name: <Admin user name for the machine>

Password / Confirm Password: <Admin password for the username
above>

Select your subscription
Choose the resource group created earlier
Choose the location that the resource group belongs to

= Size

We recommend a D2_V2 Standard at the minimum. A D2_V2 Standard
machine has the following configuration set:

2 vCPUs

7 GB of RAM

4 data disks

4x 500 Max IOPS
100 GB Local SSD

Load Balancing enabled

10
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o Settings
o Select None for Availability Set
e Select HDD as the Disk type
e Use managed disks

o Select the virtual private network created during the Protect Server creation
stage.

o Leave the Public IP Address as is
» Select the network security group created in the earlier step
o Don't select any extensions
» Disable Auto-shutdown
« Enable Boot diagnostics
o Disable Guest OS diagnostics
= SQL Server settings
o Leave SQL connectivity as Private (within Virtual Network)

o Enable SQL Authentication. Choose a username and password to use as
the SQL administrator password

« Leave Storage configuration as Not available

o Leave Automated patching to the default value

o Configure Automated backup to match your firm’s policy
o Leave Azure Key Vault integration as Disabled

o Disable R Services

= Purchase
Confirm your purchase with the Purchase button.

Protect Server Configuration

This section describes how to configure Workshare Protect Server. There are two basic
steps:

o Configure Windows Server

o Configure Workshare Protect Server

For information on setting the email size limit, setting up synchronization and email
message logging, refer to the relevant section in the Workshare Protect Server
Administrator Guide
http://workshare.force.com/knowledgebase/articles/Help_Articles/Workshare-Protect-
Server-3-8-Admin-Guide

11
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Configure Windows Server
In this step, you prepare the SMTP server to receive emails from the Exchange Online
server.
To configure Windows Server:
1. In the Start menu, type inetmgr6.

2. Select and run Internet Information Services (11S) 6.0 Manager.

€9 File Action View Window Help

e 2m Bcz Hm > un

ﬁ Internet Information Service|| Name
4 8 WIN-KVIRLLSOETC (locall| & Domains
b [& [SMTP Virtual Server|| €3 Current Sessions

3. Select [SMTP Virtual Server #1].

12
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4. Click Action > Properties.

[SMTP Virtual Server #1] Properties [2] x |

General | Access | Messages | Delivery | LDAP Routing | Security |

Fully-qualified domain name:
WIN-KVIRLLS0E1C

IP address:

[ (A1 Unassigned) ~| Advanced... |
[~ Limit number of connections to: I
Connection time-out (minutes): lwf

Enable logging

Active log format:

|W3C Extended Log File Format LI Properties.. |

Lok [ Concel [[ Aoy [[ hHep |

Note: In the General tab, you can enable logging for the SMTP connection.

13
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5. Select the Access tab.

[SMTP Virtual Server #1] Properties | 2 | X |

General | Access | Messages | Delivery | LDAP Routing | Securtty |
— Access control

Edit the authentication methods for this Authentication... I
resource.

— Secure communication
A TLS certfficate is found with expiration date: 3/31/2018

[V Require TLS encryption

—Connection control

Grant or deny access to this resouce using ;
IP addresses or Intemet domain names. Connection...

— Relay restrictions
Grant or deny pemissions to relay e-mail Relay I
through this SMTP virtual server.

| OK || Cancel | Ay || Hep

6. Ensure Require TLS encryption is selected. This ensures that SMTP traffic to
Workshare Protect Server is encrypted.

7. Click Connection...
Connection | x|

Selact which computens may access thiz vitual server:
I~ Only the kst below
% A except the kst below

Computers:
|.lanuu [P Address (Mask) / Doman Hame

8. Select All except the list below.

14
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Note: You have already limited access at the network security group level in
Azure.

9. Click OK.
10. In the Access tab, click Relay...

Relay Restrictions x|

Select which computer may relay through this virtual server:
" Only the list below
¢ All except the list below

Computers:
Access | IP Address (Mask) / Domain Name
Add... Remove |

[~ Allow all computers which successfully authenticate to relay, regardless
of the list above.

ok | cancel | Hep

11. Select All except the list below.

Note: You have already limited access at the network security group level in
Azure.

12. Click OK.

15
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13. Select the Messages tab.

[SMTP Virtual Server #1] Properties | 2 | X |

General | Access | Messages | Delivery | LDAP Routing | Securty |
Specify the following messaging information.

[V Limit message size to (KB): [2048—
[V Limit session size to (KB): IW
[V Limit number of messages per connection to: IZO—'
[V Limit number of recipients per message to: lwo—
Send copy of Non-Delivery Report to:

|

Badmail directory:

IC:\hetpt.b\maioot\Bad'nai Browse... [

14. In this tab, you can set the maximum message size. Refer to the Workshare
Protect Server Administrator Guide for more information.

15. Select the Delivery tab.

[SMTP Virtual Server #1] Properties | 2 | X |
| General | Access | Messages | Delivery | LDAP Routing | Securty |
~Outbound
First retry interval (minutes): |15
Second retry interval (minutes): |30
Third retry interval {minutes): |60
Subsequent retry interval (minutes): |240
Delay notification: |12 IHours vI
Expiration timeout: |2 |Days v|
~Local
Delay notification: |12 IHous vl
Expiration timeout: |2 Days v
[ Ok || Camcel || Ay || Hep |

16
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16. Click Outbound Security...

¢ Anonymous access
No user name or password required.
¢ Basic authentication

The password will be sent over the network in clear text using standard
commands.

User name: I Browse... I

Password: I"“’“‘“

" Integrated Windows Authentication

The client and server negotiate the Windows Security Support Provider
Interface.

Account: I Browse... I

Password: I“““““

[V TLS encryption

17. Select Anonymous access.

18. Ensure TLS encryption is selected. This ensures that outbound SMTP traffic from

Workshare Protect Server is encrypted. Other upstream authentication settings can
also be set here.

19. Click OK.

17
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20. In the Delivery tab, click Advanced...

Masquerade domain:
I
Fully-qualffied domain name:

IWSB-PR-01 WSBETA.NET Check DNS |

Smart host:

|<on-premise relay IP address>R|

[~ Attempt direct delivery before sending to smart host
[~ Perform reverse DNS lookup on incoming messages

21. Fill in the Smart host to “External On Prem Relay IP address” (B, page 4).

22. Click OK.

23. Click OK to accept changes and close the [SMTP Virtual Sever #1] Properties
window.

24. Close Internet information Services (IIS) 6.0 Manager.

Configure Workshare Protect Server

Step 1: Navigate to the Workshare Protect Server web console

Browse to the Workshare Protect Server web console at https://<IP address>/protect.

Note: The IP address is the public IP address for the Protect Server virtual machine.

Your browser will advise you that the machine is using a self-signed certificate for HTTPS
communication. This is to be expected and you should proceed anyway. You may replace
the self-signed certificate with your own.

18
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The Workshare Protect Server Configuration Wizard is launched in your browser and the
first page is the End User License Agreement.

WORKSHARE COMMERCIAL CLICK-THROUGH AGREEMENT

THIS WORKSHARE COMMERCIAL CLICK-THROUGH AGREEMENT (THIS "AGREEMENT”) IS BETWEEN
WORKSHARE INC OF 625 MARKET STREET, 15TH FLOOR, SAN FRANCISCO, CA 84105 ("WORKSHARE") AND
YOU. IF YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER ENTITY, YOU
REPRESENT THAT YOU ARE THE EMPLOYEE OR AGENT OF SUCH COMPANY (OR OTHER ENTITY) AND YOU
HAVE THE AUTHORITY TO ENTER INTO THIS AGREEMENT ON BEHALF OF SUCH COMPANY (OR OTHER ENTITY).

BY INSTALLING THIS PRODUCT, YOU ACKNOWLEDGE AND AGREE THAT YOU HAVE READ ALL OF THE TERMS
AND CONDITIONS SET FORTH BELOW, UNDERSTAND ALL OF THE TERMS AND CONDITIONS OF THIS
AGREEMENT, ACCEPT THE USE OF INFORMATION INCLUDING COOKIES, AND AGREE TO BE BOUND BY ALL OF
THE TERMS AND CONDITIONS OF THIS AGREEMENT AND THE TERMS OF USE REFERRED TO IN SECTION 2(C)
BELOW TO THE EXTENT APPLICABLE.

IF YOU DO NOT AGREE TO ANY OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, WORKSHARE IS
UNWILLING TO LICENSE THE SOFTWARE TO YOU AND YOU MUST EXIT THE INSTALLATION OF THIS PRODUCT.

THE “EFFECTIVE DATE" OF THIS AGREEMENT |5 THE DATE UPON WHICH YOU INSTALL THIS PRODUCT. FOR
THE PURFOSE OF THIS AGREEMENT, YOU AND, IF APPLICABLE, SUCH COMPANY (OR OTHER ENTITY) THAT
YOU ARE ENTERING THIS AGREEMENT ON BEHALF OF CONSTITUTES “YOU".

| accept the terms In the License Agreement
~1 do not accept the terms in the License Agreement

Continue

You must accept these conditions to proceed. Then click Continue.

Step 2: Configure database

The database configuration screen is where you configure which SQL server instance is
used for data storage.

Protect Server Configuration Wizard

Protect Server uses SQL Server for data storage. Please nominate a SQL server to use below:

Database Selection ~ Use pre-installed local SQL Express 2016

~ Create Protect Server database on remote SQL Server
~ Use existing Protect Server database on remote SQL Server

Cortinue

There are three options:

Use pre-installed local SQL Express 2016: Workshare Protect Server comes
with a local instance of SQL Express 2016. If this option is selected, data will be
stored on this local database. However, other machines will not be able to access
Workshare Protect Server data without further configuration. Any administrator of
the local machine can administer this instance of SQL Express. There is no
additional database configuration required for this option. Click Continue and go to
step 5.

19
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o Create Protect Server database on remote SQL Server: Workshare Protect
Server is able to connect to a remote SQL server. This option should be used for
the first installation of a series of Workshare Protect Server machines. Additional
database configuration is required for this option. Go to step 3.

» Use existing Protect Server database on remote SQL Server: This option
should be used if there is a pre-existing Workshare Protect Server database on a
remote server and you want to share audit logs and metadata processing rules
across multiple Workshare Protect Servers. Additional database configuration is
required for this option. Go to step 4.

Step 3: Create Protect Server database on remote SQL server

When you select to create the Workshare Protect Server database on a remote SQL
server, the following fields are displayed:

Protect Server Configuration Wizard

Protect Server uses SQL Server for data storage. Please nominate a SQL server to use below:

Database Selection Use pre-installed local SQL Express 2016
"= Create Protect Server database on remote SQL Saver
o Use existing Protect Server database on remote SQL Server

Create Database S0OL Server Name
Presequisite: S3QL Server 2008 R2-2016 SP1 with Full Text Search enabled. Azure SQL is not supported.

Database MName

Installer User
Requires: S0L Authentication
Required role: sysadmin OR dbcreator & securityadmin & serveradmin

Installar User Password

Procassor Usar
This user shall be created if it does not already exist.

Processor User Password

Confirm Processor User Password

Create Database

20
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Complete the settings as follows:

SQL Server Name This is the DNS host name or IP address for the SQL Server. Valid
examples for the server name are listed below:

IP Address: 172.16.0.32
IP Address with port 1433: 172.16.0.32, 1433
DNS Hostname: mssql.cloudapp.net
DNS Hostname with port 1433: mssql.cloudapp.net, 1433
Forced TCP protocol, DNS host name with port 1433:
tcp:mssql.cloudapp.net, 1433
If you added a new remote SQL server, use the private IP address
of that server.

Database Name This is the name of the database to create for Workshare Protect

Server.
Installer User These are the credentials to use to create the database. This user
Installer User must have either the sysadmin role or all of the following roles:
Password dbcreator, securityadmin, serveradmin. These details are not
stored on Workshare Protect Server.
Processor User This is the user used by Workshare Protect Server to access the
Processor User Workshare Protect Sever database that was created. If this user
Password does not exist, it will be created. These user details are stored on
Confirm Protect Server.
Processor User
Password

Click Create Database. Depending on the configuration of SQL Server, database creation
can take up to 10 minutes. Once complete, go to Step 5.

21
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Step 4: Use existing Protect Server database on remote SQL server

When you select to use an existing Workshare Protect Server database on a remote SQL
server, the following fields are displayed:

Protect Server Configuration Wizard

Protect Server uses S0L Server for data storage. Please nominate a SQL sever to use below:

Database Sslection Use pre-installed local SQL Express 2016
Create Protect Server database on remote SQL Server
» [Use existing Protect Server database on remote SOL Server

Exisiing Database S0L Server Name

Database Mame

Processor User

Processor User Password

Connect to Database

Complete the settings as follows:

SQL Server Name This is the DNS host name or IP address for the SQL Server.
The SQL Server must have a version between 2012 - 2016,
and have the Full Text search feature. The Azure SQL
service is not supported. Valid examples for the server name
are listed below:

IP Address: 172.16.0.32

IP Address with port 1433: 172.16.0.32, 1433

DNS Hostname: mssql.cloudapp.net

DNS Hostname with port 1433: mssql.cloudapp.net, 1433

Forced TCP protocol, DNS host name with port 1433:
tcp:mssql.cloudapp.net, 1433

Database Name This is the name of the database to create for Workshare
Protect Server.

Processor User This is the user used by Workshare Protect Server to access

Processor User the Workshare Protect Sever database that was created. If

Password this user does not exist, it will be created. These user details

are stored on Protect Server.

Click Connect to Database and go to Step 5.

22
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Step 5: License Protect Server

Finally, if you are using the BYOL (bring-your-own-license) version of Workshare Protect
Server, you will see the license page.

Workshare

PROTECT SERVER

Protect Server Configuration Wizard

Protect Server requires a license. You can obtain a license by emailing support@workshare.com
Product License Select License:
Choose File | No file chosen

Continue with Selected License

Continue without a License

Click Choose File and upload your license, or continue unlicensed. Workshare Protect
Server will not process mail if it is unlicensed. However, you can review or update your
license in the Settings pages of the Workshare Protect Server web console, so if you don’t
have your license yet, you can still continue and configure Workshare Protect Server.

23
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All menus for the web console are now displayed.

LERG IR am gdiren

FRETELT RENVER

Prodiles Soltngs

Mal Sarver & SWTP Cusas Derectoey: O
@ Dacmaled Weseages (e P Fiep 0
i Hadmaieg Wesaiges deneo Faeer @
@ Bacirated Message (oo Gourt Excosded @
& Baomaded Messages (NDR of DSME 0
@ Bagmaied Wessage (o Recigental §
@ Fomote Cusoe Langin: &
@ Mamote Fletsy o Lang 0
i@ Event W e ot Sarver Retuts
@ SMTP Sia
@ Smpie ks Transler Prtocnl [SMTE) Windows Service
o Fron Copiapacs Syaoem Temd: 111.00 OB
@ Free Dusapace (Oussel 111,09 GB
1§ Freo Dusagacs P 111,00 68
@ Frea Dessoace Dropl 111.08 08

@ WPSUcemanion Windows Senvice

Austmng @ Databass
i Event Mesaas Crol S O
o bvent agm Chatey P FProiect Servar Faguity
@ WPSALTEerAos Wincows Senice
& Massage Queung Windows Senics

il @ Active Profiles: 1
& Pt Change o -
@ Profie Syrorronization: &N TS Skns P
@ WPIProtinderaca Windows Service

Pl L ol @ Mal Upaater Mesiags Ousun: Privets$iProtect Server Mall Usdater Qumse
i Mai Upowmer Rleasgs Ousus Sine: 0
@ Haged Retry Messaga Cusus Sine: 0
i Mad Updater Fletry Quese PrveteFProiect Server ball Ugsdater Ratry Qusue
@ i Uipauer Flotry Qusod Size: 8
i Evcranga Web Servom Connecivity, o
B PSR IOdat Senics Windows Secvice

1. el Lipoaine m nof snadsed

The functionality of the web console is the same as for an on premise Workshare Protect
Server and is described in full in the Workshare Protect Server Administrator Guide
http://workshare.force.com/knowledgebase/articles/Help_Articles/\WWorkshare-Protect-
Server-3-8-Admin-Guide.
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The only differences are:
o No Active Directory groups in Profiles
e No AD Cache settings

o New Credentials settings

You can use the Credentials settings to change your login to Workshare Protect Server.

Logged in as admin
PROTECT SERVER

Status Reports Messages Profiles Settings

Override Administrator Credentials

Bounce
The following credentials are used to secure access to Protect Server.

Receipts

. User Credentials
Email Templates User Name
Alerts admin
Mail Updater Password
Credentials
Licensing S
About

Save Changes

Exchange Online Configuration

This section describes the setup process on your instance on Exchange 365 to send
emails to Protect Server, and to receive clean receipts from Protect Server.

Set up the accepted domain

As Protect Server alters the contents of your email, any DKIM signatures generated will be
immediately invalidated and will trigger suspicion on whether your email has been
tampered with. To avoid this scenario, ensure that DKIM for your domain is disabled.

To disable the DKIM setting for your domain:
1. Log in to your Office configuration portal (https://portal.office.com/).

Click Admin.

2
3. In the menu on the left, select Admin Centers and then Exchange.
4. In the menu on the left, select protection.

5

Select the dkim tab and ensure that DKIM signatures are disabled for the domain.
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For further information, see: https://technet.microsoft.com/en-gb/library/mt695945
(v=exchg.150).aspx#DKIMMultiDomain

Create an Outbound Connector

In order for email to be sent from Exchange Online to Protect Server, an outbound
connector needs to be created.

To create an outbound connector:

1.

N o o bk~ D

10.

11.
12.

13.
14.
15.

Log in to your Office configuration portal (https://portal.office.com/).
Click Admin.

In the menu on the left, select Admin Centers and then Exchange.
In the menu on the left, select mail flow.

Select the connectors tab.

Click + to create a new connector.

In the From field, select Office 365 and in the To field, select Partner
organization.

From:

Office 365 hd
To:
Partner organization v
Click Next.

Enter an appropriate name and description.

Ensure that the Turn it on checkbox is not selected. The Protect Server is not
ready to accept email just yet.

Click Next.

Select Only when email messages are sent to these domains and click + to add
a new domain.

Set the new domain to *’ to capture all email sent.
Click OK and click Next.

Select Route email through these smart hosts and click + to add a smart host.

16. Add the External Protect Azure Machine IP addresses (A, page 4).

17.

Click Save and click Next.
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Select Always use Transport Layer Security (TLS) to secure the connection
and select the sub-option Any digital certificate, including self-signed
certificates.

Click Next.
Click Save to save your configuration and create your connector.

Enable the connector (click Turn it on under Status) when the all the steps after
this are complete to start email flow through Protect Server.

Create an Inbound Connector

In order for clean receipts to be sent from Protect Server back to the email sender, an
inbound connector needs to be created.

To create an inbound connector:

1.

N o g s~ W DN

10.
11.
12.
13.
14.

15.
16.

17.
18.

Log in to your Office configuration portal (https://portal.office.com/).
Click Admin.

In the menu on the left, select Admin Centers and then Exchange.
In the menu on the left, select mail flow.

Select the connectors tab.

Click + to create a new connector.

In the From field, select Partner organization and in the To field, select Office
365.

Click Next.

Enter an appropriate name and description.
Ensure that the Turn it on checkbox is selected.
Click Next.

Select use the sender’s IP address.

Click Next.

Click + to add the sender IP address range. Enter the External on-premise relay IP
address (B, page 4).

Click OK and click Next.

Select Reject email messages if they aren't sent over TLS and deselect the And
require that... sub-option.

Click Next.
Click Save to save your configuration and create your connector.
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Create On Premise Relay Machine

All services that run on popular cloud infrastructure (Microsoft Azure, Amazon S3, etc.)
cannot send email out from that instance. This is due to the fact that these resources have
been used to send spam email in the past. As a result, all email sent out from Azure
compute resources will be marked as spam due to the originating IP address. There are
three possible workarounds to this at the moment:

+ Relay email to a downstream process: All email being sent out of Protect Server
could be routed through a downstream email processing engine (e.g., Mimecast).

+ Relay email to a third-party cloud email solution: All email being sent out of
Protect Server could be routed through a third party email relay service (e.qg.,
SendGrid) or an online instance of a server running an email forwarding service
such as Postfix.

+ Relay email through a standalone on-premise email forwarder. All email being
sent out of Protect Server could be routed through an on-premise relay server. This
helps ensure that the final relay for the email is held within the organization.
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To create an on-premise email relay:
1. Install SMTP server windows feature.

2. Create a self-signed certificate for the relay machine. The easiest way to do this is
here: https://technet.microsoft.com/en-us/library/cc753127(v=ws.10).aspx

Note: The certificate must be issued to the hostname of the SMTP server. Notice
how "ra-prod-instance” is the Fully-qualified domain name of the SMTP server in
the example below and the certificate is issued to "ra-prod-instance”.

General | Detals | Certification Path |

(Ml Unassigned)
This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer
» All issuance polices

| Issued to: ra-prod-nstance |

Issued by: ra-prod-nstance

Valid from 13/03/2017 to 13/09/2018
T ou have a private key that corresponds to this certificate.

[ 1ssuer Statement

3. Start inetmgr6.
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4. Select [SMTP Virtual Server #1] and click Properties.

General | Access | Messages | Delivery | LDAP Routing | Securty |

Fully-qualfied domain name:
WSE-PR-01T WSBETANET

|P. address:
(Al Unassigned) Tefummeed |
[~ Limit number of connections to:

I—
Connection time-out {minutes): IH]—

Enable logging

Active log format;

| W3C Extended Log File Format ] | Propetties . |

5. Enable logging:
o In the General tab, select Enable logging.
= Click Properties and set a new log schedule to Hourly.

" Monthly
¢ Uniimited fle size
" When file size reaches:

18 =1 B

[~ Use local time for file naming and rollover
Log file directory:

[c:\Wndows\Syswnszv.ogﬁes Browse... |

Log file name: SmtpSvc1\exyymmddhh.log

Lok || cancel || epy || tep |
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o Select the Advanced tab and select all Extended logging options.
o  Click OK.

6. Configure inbound access configuration:
= Select the Access tab and click Authentication.

Select acceptable authertication methods for this resouce.

Mo user name or password required.
[¥ Basic authentication

The password will be sent over the networlk in clear text using standard
commands.

[~ Bequires TLS encryption
Default domain:

[ Integrated Windows Authentication

The client and server negotiate the Windows Securty Support Provider
Interface.

oK | Cancel |

= Ensure only Basic authentication is selected.

= Click OK.

o Back in the Access tab, click Relay.

o Select Only the list below may relay through this server.

Select which computer may relay through this virtual server:

| IP Address (Mask) / Domain Name

Add... | Remove |

[V Allow all computers which successfully authenticate to relay. regardless
of the list above.

Help

31



Workshare Protect Server on Microsoft Azure Admin Guide

o Click Add and add the External Protect Azure Machine IP addresses (A,
page 4) here.

a  Click OK.
= Back in the Access tab, click Connection.
o Select Only the list below may access this server.

= Click Add and add the External Protect Azure Machine IP addresses (A,
page 4) here.

= Click OK

Configure message size limits:
o Select the Messages tab.
o Ensure all limits are disabled (deselected).

General | Access | Messages | Delivery | LDAP Routing | Securtt |
Specify the following messaging information.

[~ Limit message size to (KB
[~ Limit session size to (KB):

[~ Limit number of messages per connection to:

[~ Limit number of recipients per message to

Send copy of Non-Delivery Report to:

Badmail directaory:
|C:"Jne°tpub"mailroat‘-.8admail
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8. Configure outbound delivery:
= Select the Delivery tab.

| General | Access | Messages | Dslivery | LDAP Routing | Securtty |
- Outbound

First retry interval {minutes):
Second retry interval {minutes):

Third retry interval (minutes):

&

N W

Subsequent retry interval {minutes):
Delay notification:

Expiration timeout:

i

g

= Click Outbound Security.

= Select Anonymous access and deselect TLS encryption.
o Click OK.

o Back in the Delivery tab, select Advanced.

Maximum hop count:
15

Masquerade domain:

Fully-qualified domain name:
IWS B-FR-01.WSBETAMNET

Smart host:

[T attempt direct delivery before sending to smart host

[ Perform reverse DNS lookup on incoming messages

o]
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o Ensure the Smart host field is left empty.
o Click OK.

9. Click OK in the Properties dialog.

10. Create a new domain:

o Under [SMTP Virtual Server #1], right-click Domains and select New then
Domain.

MNew SMTP Domain Wizard -

Welcome to the New SMTP Domain Wizard

Ise this wizard to create a new domain on this SMTP
virtual server.

Specify the domain Type:

& Hemote!

i~ Alias

< Back | Mext = || Cancel

o Select Remote as the domain Type.
o Click Next.

o Enter the domain name of Exchange Online as the domain Name, for example,
"protectdemo-dev.net".

= Click Finish. The new domain is displayed in the list of domains on the right.
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11. Right-click the new domain and select Properties.

wsbeta.net Properties _
General | Advanced

% wsbeta net

Select the appropriate settings for your remote domain.
[~ {Allow incoming mail to be relayed to this domaini
[~ Send HELO instead of EHLO

Qutbound Security... |

Route domain

" Lse DNS to route to this domain

% Forward all mail to smart host
[10.90.4 20]

[ ok || cancel || fopy Help

12. In the General tab, click Outbound Security.
13. Select Anonymous access and TLS encryption.
Exchange Online may reject clean receipts as spam email.

To work around this issue:

o Ensure that your domain has an SPF record allowing your on-premise relay
machine to relay email for your domain.

o Ensure that your IP provider sets a reverse DNS record for your relay machine that
points to your domain.

For example, where ps-relay.protectdemo-dev.net maps to 123.456.123.456, get
your IP provider to map 123.456.123.456 to ps-relay.protectdemo-dev.net.

You may need to create a mailbox for the Protect Server "alert" address. For example,
create the mailbox donotreply@protectdemo-dev.net (where protectdemo-dev.net is your
domain name) and set the Protect Server alert email address to this mailbox. Then delist
"donotreply@protectdemo-dev.net" for your relay IP address via https://sender.office.com.
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Network Topology Recommendations

This section provides information on high availability and fault tolerance and will guide you
when deciding on configuring the network topology for multiple Workshare Protect
Servers.

Protect Server fault tolerance

The following features provide fault tolerance for Protect Server:
o Settings are stored locally and are machine-independent.

o Metadata profiles are stored on SQL database. However, they are also cached on
machine to protect against connection failure with SQL server.

o Message-auditing functions are queued on a transactional MSMQ queue. A
connection failure with SQL server will mean messages will not be written until the
connection is restored.

o Protect Server will not accept mail if mission critical services are non-operational.
Exchange will use a different Protect Server for delivery (if available) OR emails will
queue at Exchange and will not be lost.

Protect Server high availability

Exchange allows multiple Protect Server machines to be listed as the smart host to a send
connector. This allows multiple Protect Server machines to provide high availability and
load-balancing. In this configuration, the following considerations should be made:

Corresponding, but independent settings

The following settings are not shared between Protect Server instances; although they
often have the same values across Protect Server instances, they must be maintained
separately on each instance:

o Windows SMTP Server settings

o Dashboard Settings. These may be cloned between machines by manually
replacing the contents of the following files:

o C:\ProgramData\Workshare\Protect
Server\3.5.1.0\Configuration\metadata.config

= C:\ProgramData\Workshare\Protect Server\3.5.1.0\Configuration\updater.config

o License Files
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DNS round robin for load balancing across outbound smart hosts

Windows SMTP Server only supports a single outbound smart host. To achieve load-
balancing across multiple smart hosts, it is recommended that a DNS Round Robin system
be configured. The outbound smart host setting on Windows SMTP server can then be
pointed at a virtual DNS entry, which will rotate between nominated smart hosts.

DNS MX priority for outbound smart host failover

Alternatively, DNS can be configured to allow Windows SMTP Server to fail-over to
alternative smart hosts. To achieve this, configure a virtual DNS domain with MX records
for each smart host. Ensure that the fail-over MX record has a numerically higher
preference value.

Protect Server disaster recovery

It is recommended that the following items are backed up:

o SQL Database — at minimum, back up [Config.Profiles] to maintain operational
continuity

o C:\ProgramData\Workshare\Protect Server\3.5.1.0\Configuration\
metadata.config

o C:\ProgramData\Workshare\Protect Server\3.5.1.0\Configuration\updater.config
A Protect Server machine may be restored by:
1. Creating a new Azure instance of Protect Server.

2. Replacing the contents of the following files from backup:

o C:\ProgramData\Workshare\Protect Server\3.5.1.0\Configuration\
metadata.config

= C:\ProgramData\Workshare\Protect Server\3.5.1.0\Configuration\
updater.config

3. Run Protect Server Configuration Wizard, and use the same Remote SQL Server
instance.
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