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Introducing Workshare Policies

Chapter 1: Introducing Workshare
Policies

The Workshare Policy Designer provides a central management console where you can
configure and manage content security policies. The policies provide control over content
electronically leaving your organization and can be distributed to Workshare Protect

clients.
This chapter includes the following sections:
o What are Policies?, page 6
o What Policy does Protect Apply?, page 9
o Creating Policies in the Policy Designer, page 13



Introducing Workshare Policies

What are Policies?

Policies are what Workshare Protect uses to check documents for sensitive data.
Workshare includes several default policies so without any admin intervention, Workshare
can detect and alert to metadata in open documents and email attachments.

However, Workshare is configurable and, using the Workshare Configuration Manager,
administrators can adapt and customize how Workshare detects sensitive data and how
much input end-users can have over the process.

The Policy Designer extends the possibilities of Workshare further by enabling the
customization and creation of policies.

Note: By default, Workshare Protect is configured to work with the Interactive Protect
panel and this does NOT use policies at all.

Key points

These are some key points to remember:

o Workshare checks documents against .runtimepolicy files

.runtimepolicy files are the files that the Policy Designer publishes

.policy files are the files that the Policy Designer can edit

o Interactive Protect does NOT understand or honour either the .policy or
.runtimepolicy files

« Interactive Protect can ONLY be configured (to a limited degree) via the Interactive
Protect category in the Administrator mode of the WCM

» The Email Security dialog and the Protect Profile dialog are the only Protect dialogs
that understand and honour .runtimepolicy files

« The .runtimepolicy and .policy files that the Policy Designer creates are mostly
VERSION SPECIFIC. This means you should use the version of the Policy
Designer that corresponds to the version of Professional/Protect that the
.runtimepolicy will be used with.

Key terms

A profile is a collection of policy sets.
A policy set contains one or more policies.

A policy includes a condition (if this situation exists) and an action (do this). For example,
if the attachment is a Word file and it includes the word “confidential” in the header then
block this email if it is sent externally.
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What is monitored?

Workshare monitors email attachments and open Office documents for potential policy
violations, checking content, context, sender, recipient and channels. Policy actions can be
configured to automatically deal with sensitive content by cleaning metadata and hidden
data, blocking the email or converting to secure PDF. All policy violations and actions can
be visible or hidden to users depending on how they are defined in the policy.

Workshare applies a policy according to the following flow:

1. What channel is the event taking place in? For example, data is being sent by
email.

2. What policy set has been defined for this channel?
3. Have any of the conditions defined in the policies in this policy set been satisfied?

4. If so, apply the action defined in that policy, for the specific recipient or specific
sender. For example. Block the email when it is sent to users external to your
organization and send the email with an alert when it is sent to users within your
organization.

Default policies

The installation of Workshare Professional/Protect includes several default policies. Policy
sets are installed at:

C:\ProgramData>Workshare

Two folders are created - Protect Enterprise and Policy Sets. The important one is
Policy Sets, the other is empty. The Policy Sets folder includes the default policy sets
provided with Workshare as shown below:

PolicySets | ClientProfiles | Clean Clean.runtimepolicy
LightspeedClean.runtimepolicy

Clean & PDF Clean+PDF.runtimepolicy
LightspeedClean+PDF.runtimepolicy

Clean & Secure | Clean.runtimepolicy
File Transfer LightspeedClean.runtimepolicy
SendLink.runtimepolicy

Default WorkshareClient.runtimepolicy
SecureFileTransfer | SendLink.runtimepolicy

Send And Send And Protect Lightspeed.runtimepolicy
Protect Send And Protect.runtimepolicy
SendLink.runtimepolicy

SendLink SendLink.runtimepolicy



Introducing Workshare Policies

In addition, the two top level folders - Protect Enterprise and Policy Sets - are created at:
C:\Users>[user name]>AppData>Roaming>Workshare

In this Users location, the Policy Sets folder includes a subfolder called ClientProfiles. All
are empty immediately after install. However, once users make any changes to the default
policy via the Workshare Configuration Manager or the Registry, a subfolder called Default
is added to the ClientProfiles subfolder and WorkshareClient.runtimepolicy is copied from
the ProgramData location to the Users location and updated in the Users location only.
This is important to remember - when users make changes via the Workshare
Configuration Manager or Registry, the policy is updated in the Default subfolder in
the Users location only.

Example:
Open the Workshare Configuration Manager and modify any parameter setting, for
example in Protection > Remove Metadata. Click Apply.

Look at the date stamp on the WorkshareClient.runtimepolicy file in the ProgramData
location and compare to the date stamp on the WorkshareClient.runtimepolicy file in the
Users location. Only the file in the Users location is updated.

Additionally, a folder is created called My Policies at the following location:
C:\Users>[user name]>Documents>My Policies

This is the default save location when saving .policy files in the Policy Designer and the
default publish location when selecting to publish .runtimepolicy files for manual
distribution.
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What Policy does Protect Apply?

In some situations, Workshare Protect uses policies when checking documents for content
risk or metadata. When checking open Microsoft Office documents, Protect always applies
the default policy but when checking email attachments, the configuration of Protect
determines whether it applies policies and which policies it applies.

Woaorkshare Protect

Interactive Protectchecks email
° I:> Protect :> attachments against
° panel settings in the Registry.
il
['@ wershare Protact : x"
| —
Choose an EmallSecurlty Profie Protectchecks email attachments
et oty ok e Protect against the runtime policies found
7 s et e - in a selected profile. Profiles are
et |:> P!'0fl|e |:> found in the ClientProfiles
i dialog subfolderin the ProgramData
location.
. J
Bl o
. _ . - |
:.SIIM:!F- Apply Action
| [Efca .;.,:.. | s e
4] rmmimas S el Email Protect checks email attachments
] .?_lﬂl\l"‘ . . - .
I S oie S | : against the runtime policies found
e BT o s o SE_CUI'Ity in the Default subfolderin the
S - dialog Users location.
e
= e =

If Protect finds a document breaches a policy, it will take the action specified in that policy.
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How to configure Protect

Protect is configured in the Workshare Configuration Manager to use the Interactive
Protect panel, the Email Security dialog or the Protect Profile dialog. By default, Protect
uses the Interactive Protect panel.

@ Workshare Configuration Manager (User Mode) .

Ej Workshare Configuration Manager

Launch Administrator Mode@'
Options. Rendering Set Manager My Preducts
ﬁ [ Reset All Te Default ] ’ Apply l ["] Hide options | cannot change Search Configuration Options Q
Administration |t 1. Administration
Protection :“'glw Caonfigure how Workshare Protect functions in specifisd situations,
Sharing
Internal Email  External Email
) Interactive Protect = ]
Comparison
Remove Metadata Apply Waorkshare Protect ]
Detect Workshare styles ] E
Exclude Metadata X
General |
Convert to PDF Enable Lightspeed Clean -
Enable Secure File Transfer when sending emails
C Zi
. AP R Internal Domain List {Lotus Notes)
Integrations
Prowy address ||
Prowy password
Proxy port
Proxy username
[C] Report on content policy violations
Server Profile Distribution List =
Show Default profile in Protect Profile dialog ProtectProfile dislag sing desktop profiles
Protect Profile dialog using server profiles
[[] Treat footnates as metadata Email security dialog for all mail
Treat the specified addresses as internal... Email security dialog for internal mail only
Ernail security dialog for external mail only
7] Use proxy server Mo dialog (process actions transparently)
€ When sending an email with attachments show: ilntemct_ive Protect '] e -
Help Workshare Configuration Manager | Build 9.5787.0 | Copyright ©1898-2017 Workshare Ltd. %m

Interactive Protect panel (default)

Users see the Interactive Protect panel in their email window as soon as they add an
attachment to the email. The panel shows what metadata has been found in the
attachments. The user can select what to do with the attachments — clean, convert to PDF,
share in a group. You the administrator can set what the default selection should be or you
can lock down certain actions so the user has no control. This is done from the Workshare
Configuration Manager.

Interactive Protect does NOT use policies at all. It is configured in the Workshare
Configuration Manager in the Protection > Interactive Protect category.
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Positives....

Interactive Protect is very engaging to use and does not get in the way

of the send process. It can be configured to only show what users need,
with defaults and to make options visible/invisible to users.

Negatives....

Interactive Protect is not as extensible and customizable as other

options as it does not work on .policy/.runtimepolicy files.

Protect Profile dialog

The Protect Profile dialog enables the user to select from a list of profiles. By default, the
user can select Default, Clean, Clean & PDF, Secure File Transfer or Clean & Secure

File Transfer.

The profiles correspond to the names of the subfolders in ClientProfiles found at:
C:\ProgramData>Workshare>PolicySets.

| B = | ClientProfiles
Home Share Wiew
+ BOie . BB Xl 1Y
= w-| Copy path
Pinto Quick Copy Paste _ Move Copy Delete Rename MNew
access [2] Paste shortaut to~"  to- = falder
Clipboard QOrganize Mew
B - 4 <« ProgramData » Workshare » PolicySets » ClientProfiles »
Workshare ~ Name -
PolicySets Clean
ClientProfiles Clean & PDF
Clean Clean & Secure File Transfer
Clean & PDF Default
Clean & Secure File Transfer BecE el iaTeres
Default
Secure File Transfer
Send And Protect
SendLink e
Sitems  1item selected

- [m| X
~ @
M 'm Open = [ Selectall
Edit 1 Select none
Properties i
p' 4 History DE_‘Inver‘t selection
Open Select

(D Workshare Protect x
| (=) Workshare

Choose an Email Security Profile
Select security profile you wish to apply to your email

Default

v Attachments will be processed os defined in the Workshare Co...

Clean
All metadata will be removed from Word, Excel, PowerPoint an...
Clean & PDF

All metadata will be removed from Word, Excel, PowerPoint an...

Clean & Secure File Transfer

Attachments are uploaded to Workshare Online and sent as a L.

Secure File Transfer

Advanced Options

Cancel

Protect will apply the runtime policies found in the selected profile. In order for a profile to
be available in the Protect Profile dialog, it must include at least one .runtime policy file.
However, if the user selects the Default profile, Protect will look to the Users location and
apply the runtime policies found in C:\Users>[user

name]>AppData>Roaming>Workshare.

11
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Example:

Create a new subfolder in C:\ProgramData>Workshare>PolicySets>ClientProfiles.
Call it “Test Profile”. You will see in the Protect Profile dialog, “Test Profile” will not be an
available profile to select.

Now copy a .runtimepolicy file into the “Test Profile” subfolder. You will see in the
Protect Profile dialog, “Test Profile” is now an available profile to select.

Positives....  The Protect Profile dialog is useful to apply a collection of policies while
ensuring user simplicity. It is good for most users as they can quickly
decide which profile to choose based on what they are doing
(“Personal”, “Opposing Counsel’, etc.) It provides a good middle ground
between usability and customizability.

To modify profiles.....

Use the Policy Designer to modify existing policies or create new policies. Remember to
ensure the .runtimepolicy files published by the Policy Designer are placed in
existing or new subfolders in C:\ProgramData>Workshare>PolicySets>ClientProfiles
or in the Default subfolder in C:\Users>[user name]>AppData>Roaming>Workshare.

Email Security dialog

The Email Security dialog alerts users to any breaches of security policies in their
attachments. If users have been given permission, they can modify the settings for what
will happen to the attachments, for example, change what metadata will be cleaned or
select that a particular attachment will be converted to PDF.

With the Email Security dialog configured, Workshare applies the runtime policies found in
the default policy set — the Default subfolder in ClientProfiles in the Users location.

If Workshare does not find any. runtimepolicy files in the Users location, it will copy over
the WorkshareClient.runtimepolicy from the ProgramData location. If it does not exist in
the Program Data location, Workshare will create it from Registry settings.

Positives....  The Email Security dialog is good for power users and useful if policies
need to be super granular and extensive around content and context
within the document.

Negatives.... With the Email Security dialog, users have to spend time thinking about
what to do and then have the responsibility to do it.

To modify policies.....

This default policy set can be modified using the Workshare Configuration Manager or the
Policy Designer. Making changes in the Workshare Configuration Manager will change the
WorkshareClient.runtimepolicy. Using the Policy Designer, you can create new
.runtimepolicy files and add them to the Default subfolder. Remember any .runtimepolicy
files in the Default subfolder in the Users location will be applied by Protect.

12
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Creating Policies in the Policy Designer

Workshare Professional/Protect uses .runtimepolicy files that are smaller in size than
those used by previous versions of Professional/Protect. These new-style .runtimepolicy
files cannot be opened in the Workshare Policy Designer; ONLY .policy files can be
opened in the Policy Designer and modified.

During installation, the .policy files (to match all the default .runtimepolicy files) are placed
in the install location. By default, this is:

C:\Program Files (x86)>Workshare>Modules>Sample Policies

| [ = | Sample Policies - O X
Home Share View s ﬂ
. 7 New item = &  [Elopen- FHselectal
b g | e V]
y path o T | Easy access ~ Edit o Select none
Pin to Quick Copy Paste _ Delete Rename Mew Properties
access &] Paste shortcut t - falder - £ History DD Invert selection
Clipboard Organize New Open Select
= v 4 <« Local Disk (C:) » Program Files (x86) » Workshare » Modules » Sample Policies v 0 Search Sample Policies 2
Compare For PowerPoint 2 Mame Date modified Type Size
Modules Clean.policy 01/06/201713:45  Workshare Policy 84 KB
Config Clean+PDF.policy 0 Workshare Policy 101 KB
de-DE LightspeedClean.policy 0 Workshare Policy B8 KB
Dictionaries LightspeedClean+PDF.policy 0 Waorkshare Policy 95 KB
ja-Ip Send And Protect Lightspeed.policy Workshare Policy 44 KB
: Wik 2 ;

Readme Send And Protect.policy Workshare Policy 41 KB
SendLink.policy Workshare Policy 18 KB

Si le Polici
e WorkshareClient.policy 01/06/2017 13:45 Workshare Policy 117 KB

2| NxBRESrc.zip o
8 items if.'-'é;.i

You can use the Policy Designer to:
o Create new .policy files
« Edit existing .policy files
» Perform a save as on existing policy files and tweak according to your
requirements

Whichever you do, remember:

o If working with the Email Security dialog, publish .runtimepolicy files to the
Default subfolder in the Users location

« If working with the Protect Profile dialog, publish .runtimepolicy files to an
existing profile or a new profile subfolder in ClientProfiles in the
ProgramData location OR to the Default subfolder in the Users location

13
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It is recommended that you do not modify the WorkshareClient.policy file. If you do modify
this default policy, you must ensure that the Enable automatic generation of default
profile parameter is NOT selected in the Protection > Administration category of the
Workshare Configuration Manager (Administrator mode). If this is selected, the default
policy will be automatically regenerated and the customized settings will be overwritten.

[} Content risk runtime policy path (this overrides the default path)
g [¥] Display Advanced Options
i [¥] Display progress bar on Send
gi* [[] Display Send with Protect button (Outlook)
Enable automatic generation of default p@
g® [¥] Enable Lightspeed Clean
[} Enable Secure File Transfer when sending emails

' Internal Domain List (Lotus Notes)
Proxy address
Proxy password

8 8 5

Proxy port

a Proxy username

The WorkshareClient.runtimepolicy file is automatically generated from the Registry in the
following scenarios:

Action Location of WorkshareClient.runtimepolicy

Workshare Installation ProgramData/Workshare/PolicySets/ClientProfiles
/Default

Re-running the Workshare ProgramData/Workshare/PolicySets/ClientProfiles

Configuration Assistant /Default

Applying changes in Administrator | ProgramData/Workshare/PolicySets/ClientProfiles
Mode of the Workshare /Default
Configuration Manager

Applying changes in User Mode of | Users/[current user]/AppData/Roaming/

the Workshare Configuration Workshare/PolicySets/ClientProfiles/Default
Manager
Changing Registry values in the Users/[current user])/AppData/Roaming/

Registry which correspond to the Workshare/PolicySets/ClientProfiles/Default
Protection category options

Note: Publishing a policy in the Policy Designer creates a .runtimepolicy file. You must
also save the .policy file as a .policy file.

14
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Chapter 2: Installing the Policy
Designer

This chapter describes how to install the Policy Designer. It includes the following sections:
» Installation Overview, page 16
o Upgrading from Earlier Versions, page 16
e Running the Install, page 17

15
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Installation Overview

You must install the version of the Policy Designer that corresponds to your version of
Professional/Protect. For example, if you install the 787 build of Professional, you must
install the 787 build of the Policy Designer.

The Policy Designer executable is available from Workshare Customer Support.

Upgrading from Earlier Versions

When you are upgrading Workshare Professional/Protect from earlier versions, Workshare
replaces the previous default policies at C: Program Data/Workshare with the new default
policies.

If you have created your own policy sets using the Policy Designer, you do not need to
delete them before upgrading. Workshare will not delete them.

Tip! You may want to back up your policy sets before upgrading as a precautionary
measure.

However, if you have modified the Workshare default policy sets, then you should save
them to another location and copy them back over after the upgrade.

Note: The WorkshareDocumentRestrictions.runtimepolicy, Worksharelnternal.
runtimepolicy and ReadyRedline.runtimepolicy from earlier versions of
Professional/Protect MUST be manually removed as they may inhibit the correct
working of Professional/Protect 9.5 and above.

16
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Running the Install

This procedure describes how to install the Workshare Policy Designer by running the
executable.

To install the Policy Designer:

1. Double-click WorksharePolicyDesigner-XXX.exe.

ﬁ Workshare Protect Policy Designer Setup — X

Welcome to the Workshare
Protect Policy Designer
Installation Wizard

It iz strongly recommended that you exit all wWindows programs
befare running thiz setup progran.

Click Cancel to guit the setup program, then cloze any programs

E J Workshare wou have rumning. Click Mest to continue the installation.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

[Inauthorized reproduction or diztribution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent poszible under law.

¢ Back Cancel

17
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2. Click Next.

‘ﬁ Workshare Protect Policy Designer Setup — *

Licenze Agreement

Y'ou must agree with the license agreement below to procesd. Ej M‘kshare

WORKSHARE COMMERCIAL CLICK-THROUGH AGREEMENT )

THIS WORKSHARE COMMERCIAL CLICK-THROUGH AGREEMENT (THIS
“AGREEMENT"} 15 BETWEEN WORKSHARE AND YOU. IF YOU ARE ENTERING INTO
THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER ENTITY, YOU
REPRESENT THAT YOU ARE THE EMPLOYEE OR AGENT OF SUCH COMPANY (OR
OTHER ENTITY} AND YOU HAVE THE AUTHORITY TO ENTER INTO THIS AGREEMENT
ON BEHALF OF SUCH COMPANY (OR OTHER ENTITY).

BY CLICKING ON THE “l accept the terms of this agreement™ BUTTON BELOWV,
YOU ACKNOWLEDGE AND AGREE THAT YOU HAVE READ ALL OF THE TERMS AND
CONDITIONS SET FORTH BELOW, UNDERSTAND ALL OF THE TERMS AND
COMMDITIONS OF THIS AGRFFMFNT. ANM AGRFF TO BF BOIINM BY Al OF THF ¥

()| accept the terms of thiz agreement
(@) do not accept the termsz of thiz agreement

[nztallation ‘wizard

£ Eack et Ijar‘u:el

18
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3. Select the | accept.... radio button and click Next.

‘ﬁ Workshare Protect Policy Designer Setup — *

Destination Folder

Select a folder where the application will be installed. Ea M'kshare

The Installation *izard will inztall the files for Warkshare Protect Policy Designer in the
following folder.

Y'ou can chooze not ko install Workshare Protect Policy Designer by clicking Cancel to
exit the |nstallation ‘Wizard.

Destination Folder
C:%Program Files [x86]Ww arkzhare' M odulesh,

[nztallation ‘wizard

B ] [

4. Click Next.
5. Click Next again and the Policy Designer is installed.

6. Once the installation process is complete, click Finish.

19
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Chapter 3: Quick Tour of the Policy
Designer

This chapter provides an overview of the Policy Designer interface. It includes the
following sections:

e Accessing the Workshare Policy Designer, page 21
o Workshare Policy Designer Main Window, page 22

20
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Accessing the Workshare Policy Designer

Once the Workshare Policy Designer is installed and licensed on your machine, you
access it from the desktop or the Start menu.

Note: The Workshare Policy Designer may only be run by users with administrative
privileges.

To start the Workshare Policy Designer:

Double-click the Workshare Policy Designer shortcut icon on the desktop, or from the Start
menu, select Workshare Policy Designer. The Policy Designer main window is
displayed.

|# Workshare Palicy Designer - O X
File Edit Tools Windows Help
‘N-Ed

-S'taius

21




Quick Tour of the Policy Designer

Workshare Policy Designer Main Window

This section describes the functionality of the toolbar icons and menu options in the Policy

Designer window.

Toolbar icons

The Policy Designer toolbar contains the following icons:

Enables you to create a new policy set.

&7 Open Local Policy Enables you to open an existing policy set that has been

J~ New
Set

A Save

File menu

saved locally.

Enables you to save the open policy set.

The File menu contains the following options:

Option
New Policy Set

Open Policy
Set(s)

Recently
Opened
Policies

Save
Save As
Save All
Close
Publish
Unpublish

Delete

Description

Enables you to create a new policy set for Active Content and Client
Email channels.

Enables you to open an existing policy set, including the default
policy set, from the local machine.

Enables you to view and open recently opened policy sets.

Saves the current policy set.

Enables you to save the current policy set under a different name.
Saves all open policy sets.

Closes the current policy set.

Enables you to publish the current policy set.

Enables you to unpublish the current policy set if it has already been
published.

Enables you to delete the current policy set.

22
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Option Description
Language Enables you to translate policies into different languages. There are
resource file two sub-options as follows:

Save file: This sub-option enables you to export a language file
from an existing policy set and save it to a location from where it can
be translated into another language and then imported back into the
policy set.

Load file: This sub-option enables you to import a language file that
has previously been exported from an existing policy set, saved to a
location and translated into another language.

Exit Closes the Workshare Policy Designer. You are prompted to save
any currently open policy sets before exiting

Edit menu

The Edit menu contains the following options:

Option | Description

Cut Enables you to cut a policy file. A cut policy file can be pasted into another
policy set or deleted.

Copy Enables you to copy a policy file. A copied policy file can be pasted into
another policy set.

Paste Enables you to paste cut or copied policy files to new policy sets. The
copy/paste functionality provides a quick way to duplicate a policy where you
need to tweak a setting.

Tools menu

The Tools menu contains the following option:

Option Description
Add-in Includes the sub-option Actions that enables you to edit existing
Manager actions in the Workshare Policy Designer. For more information about

the Add-in Manager, refer to Appendix D: Actions Add-In Manager.

23
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Windows menu

The Windows menu contains the following options:

Option Description

Cascade Displays all the open windows in the Workshare Policy Designer so that
each window title bar is visible.

Tile Vertical | Displays all the open windows side by side vertically in the Workshare
Policy Designer.

Tile Displays all the open windows side by side horizontally in the Workshare

Horizontal Policy Designer.

Dock All Displays all the open windows on top of each other in the Workshare
Policy Designer.

Close All Closes all the open windows in the Workshare Policy Designer.

Note: The Windows menu also displays a list of (and provides access to) the currently
opened policy sets.

Help menu

The Help menu contains the following options:

Option Description

Contents Provides access to Workshare Policy Designer online
help.

About Workshare Policy Displays version information about Workshare Policy

Designer Designer.

Language settings

When a policy set is open there is a Select Policy language dropdown list in the top right
of the Policy Designer window. If the policy set is available in other languages, you can
change the display language in the Policy Designer by selecting the language from the
Select Policy language dropdown list. For more information, refer to Chapter 8:

Language Files.
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Chapter 4: Policy Sets and Policies

This chapter describes how to set up and maintain policy sets and policies. It includes the
following sections:

o Creating Policy Sets, page 26

o Creating New Policies, page 30
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Creating Policy Sets

A policy set is a group of related policies. You can distribute policy sets across a network
or to a standalone computer and Workshare Protect uses the policies contained in the
policy set to secure data and stop information security breaches. A policy set is defined for
a particular channel — email or open Office documents (active content).

Terms and concepts

These are the terms used in the Workshare Policy Designer when creating policies:

o Policy: Polices are a set of rules and guidelines to ensure employee best practice
when distributing information. Policies are defined by a condition (consisting of one
or more expressions) and an action that is executed when the condition is met.

« Policy Set: A policy set is a group of related policies.

o Condition: A condition specifies the circumstances that must exist in order for
Workshare Protect to detect data as sensitive. A condition is a collection of one or
more expressions. Where multiple expressions exist, they are related by AND or
OR.

o Expression: An expression specifically defines what content in what context is
considered sensitive.

o Channel: A channel is the way in which information is distributed, for example, by
email.

» Routing: Routing is a method of identifying privileged and non-privileged senders
of information and trusted and non-trusted receivers of information. When defining
policies that cover emails and email attachments, you can specify actions
according to senders and receivers.

» Action: Actions specify what should happen once a condition has been met, for
example, block, alert, clean, PDF.

Building a policy

Workshare Protect detects sensitive information according to the policy set. A policy set
can include one or more policies. A policy determines what information Workshare Protect
will detect as sensitive and specifies what action Workshare Protect will take when it
detects sensitive information sent to specific recipients/destinations or from specific
senders. A policy defines the condition that must exist in order for Workshare Protect to
detect data as sensitive and the action that should be taken when the condition is met. A
condition is made up of expressions that define what content is considered sensitive. A
condition can include one or more expressions. Actions can be specified according to
sender/source and receiver/destination.
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Policy sets are defined based on channels. A channel is the way in which information is
distributed. Workshare Protect monitors traffic that uses the following channels:

o Client Email: Emails and their attachments
o Active Content: Open Microsoft Office documents

Note: Active Content policies (that are applied to open Microsoft Office documents) are
not defined according to sender/receiver or source/destination.

For example, you may define a policy as follows: Confidential Information Policy for Client
Email:

e Condition: When an attachment is a Microsoft Word, Excel or PowerPoint
document that includes the words “Private and Confidential,” perform the following
actions:

o Actions: Perform a Block action when the email is sent from user group A to user
group B and an Alert action when the email is sent from user group A to user group
C.

Creating a new policy set

This procedure describes how to create a policy set from scratch.
To create a new policy set:

1. In the Policy Designer main window, click the New icon or from the File menu,
select New Policy Set.

Active Content

Client Email

2. Select the channel that you want the policy set to apply to.
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The Policies Summary window is displayed in the right-hand pane and the Policy
Set Explorer tree is displayed in the left-hand pane of the Policy Designer main
window. By default a single policy (called New Policy) is included in the new policy

set.
# Workshare Policy Designer - O *
File Edit Tools Windows Help
- |
i P
Policy Set Explorer New Policy Set @

B ﬁ New Policy Set -v1.0 [In Progress] Help | Select Policy language:  English

-5 New Policy -
Policies Summary

Palicy Set name: ‘ MNew Policy Set |

Policy Set Description

Thig Policy Set containe the following Policies:

E B

Diescription

' Save Policy Set | | Publish Policy Set Net |

Status

3. Enter a name for the policy set in the Policy Set name field. The name is displayed
in the Policy Set Explorer tree.

4. Click the i icon, select Save from the File menu or click Save Policy Set in the
Policies Summary window. The Save Policy dialog is displayed.

Save Policy X

Please select the location where you would like to save the policy set

[ share\Modules\Sample Policies\Comments Policy Set poli | )]

ok [ Concd |

5. Click OK to save the policy set in the default local location (Program
Files\Workshare\Modules\Sample Policies) as a .policy file. To change the
location, enter a different location or click the browse button and select a different
location.

You can now edit the default policy included in the policy set and create new policies. For
more information, refer to Creating New Policies, page 30.
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Opening the default and existing policy sets

You can open policy sets that you have saved as well as the default policy sets. You can
only open .policy files in the Policy Designer.

Note: .runtimepolicy files are the files that the Policy Designer publishes and .policy files
are the files that the Policy Designer can edlit.

During installation of Workshare Professional/Protect, the .policy files (to match all the
default .runtimepolicy files) are placed in the install location. By default, this is C:\Program
Files (x86)>Workshare>Modules>Sample Policies.

You can open these default .policy files, edit them and publish them to the default location
so that they replace the existing default .runtimepolicy files.

To open a policy set:

1. In the Policy Designer main window, click the F icon or from the File menu, select
Open Policy Set(s). The Open dialog is displayed. The default location is the
Program Files\Workshare\Modules\Sample Policies folder.

# Open x
i i <« Workshare » Modules » Sample Policies v @ Search Sample Policies L
Organize v MNew folder Bz« [H 0
Waorkshare *  Name Date modified Typs
Compare bor Prverbaint Clean.policy D1/06/201713:45  Wor
Madules Clean+PDF.policy 01/06/201713:45  Wor
Config LightspeedClean.pelicy 01/06/2017 13:45  Wor
de-DE LightspeedClean+PDF.policy 01/06/201713:45  Worl
Dicticiiaies Send And Protect Lightspeed.policy 02/06/2017 09:04  Wor
o p Send And Protect.policy 02/06/2017 09:04  Worl
|
SendLink.policy 02/06/2017 09:04  Wor
Readme . . " - -
WorkshareClient.policy 01/06/201713:45  Worl
Sample Policies
Workshare Connect for Desktop
AMind W BE >
File name: || e | | Protect Policy File (*.policy:) ~

2. Select one or more policy sets and click Open. To select multiple policy sets, hold
the Shift or Crtl keys. You can select the default policy set or a previously saved
custom policy set from the My Policies folder or you can browse to a different
location where you have previously saved a custom policy set. A policy set has the
extension .policy.

3. Click Open. The selected policy set is opened in the Workshare Policy Designer.
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Creating New Policies

Polices are composed of rules and guidelines to ensure employee best practice when
distributing information. A policy determines what information Workshare Protect will
detect as sensitive and specifies what action Workshare Protect will take once it detects
sensitive information. A policy defines the conditions that must exist in order for Workshare
Protect to detect data as sensitive and the actions that should be taken when the
conditions are met. Multiple policies can exist within a policy set.

To create a new policy:

1. Click Next in the Policies Summary window after creating a new policy set or open
an existing or new policy set and in the Policy Set Explorer tree, right-click the
policy set and select Add Policy. The New Policy window is displayed in the right-
hand pane of the Policy Designer window.

POLICY DETAILS
The fallowing dezcriptions will be dizplayed when the Policy iz tiggered.

Short Description;

Long Description:

Block On Execution Error

[ Back ] [ Mext J

2. In the Short Description field, enter a relevant name for the policy. This name is
displayed in the Policy Set Explorer tree and is also displayed in the Workshare
Protect Email Security dialog to provide a description of the policy for the user.

3. In the Long Description field, enter a concise summary of the policy to define the
function of this policy. This is also displayed in the Workshare Protect Email
Security dialog to provide an explanation for the user.
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4. Select the Block On Execution Error checkbox to trigger a Block action in the
event that the original action fails.

5. Click the I icon or select Save from the File menu. The policy is saved to the
policy set.

You can now define conditions for this policy by clicking Next. For more information, refer
to Chapter 5: Conditions and Expressions.

Viewing and Editing Existing Policies

You can view and edit details for all existing policies in a policy set.
To view the details of an existing policy:
1. Open the policy set containing the policy that you want to view.

2. Select the policy in the Policy Set Explorer tree. The details of the selected policy
are displayed in the Policy window in the right-hand pane of the Policy Designer
window.

Document Conversion Policy

POLICY DETAILS
The following descriptions will be displayed when the Policy is tiggensd.

Short Description:
Hidden Data Policy

Long Description:
Clean policy. a

[ Block On Execution Emor

T

3. Edit the Short Description, Long Description and other settings of the policy as
required. You can also view the conditions contained within the policy by clicking
Next. For more information, refer to Viewing and Editing Existing Expressions, page
37.

4. Save the open policy set.
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Copying Policies

You can copy policies from one policy set to another in the Policy Set Explorer tree by
selecting Edit > Copy (or Ctrl+ C) and pasting the policy to the desired policy set using
Edit > Paste (or Ctrl + V). The policy will also remain in its original policy set.

Deleting Policies

This section describes how to delete policies from a policy set.
To delete a policy:

1. Open the policy set containing the policy that you want to delete.

2. Select the policy that you want to delete in the policy list in the Policies Summary
window.

Policies Summary

Policy Set name: iCDmmen’[s Policy Set |

Policy Set Description Includes policies to delete d'rf:fererﬁ types of comments from Oﬁiﬁ;ﬁles

This Policy Set contains the following Policies:

AL

Description
Comments Policy

Track Changes Policy

_

| Save Policy Set | | Publish Policy Set | Nesd

3. Click the Delete the selected Policy I pbutton. A confirmation prompt is displayed.

4. Click Yes to delete the policy, or click No to cancel. The policy is deleted from the
policy set.

Note: To delete a policy, you can also right-click the policy that you want to delete in the
Policy Set Explorer tree and select Delete this Policy.
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Chapter 5: Conditions and
Expressions

This chapter describes how to define a condition by specifying expressions. It includes the
following sections:

« Defining Conditions, page 34
« Configuring Expressions, page 39

The procedure for defining conditions and expressions is the same regardless of to which
channel the policy applies.
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Defining Conditions

A condition specifies the content that Workshare Protect detects. A condition is a collection
of one or more expressions that define what content is considered sensitive. There is only
one condition within a policy but there can be multiple expressions within that condition.
When multiple expressions exist within a condition, the Policy Designer uses the following
expression logic:
+ And: Use this if you want to add multiple expressions to a condition and you want
all the circumstances defined by the expressions to exist in order for the condition
to be met (for example, if X and Y occur, the condition is met).

e Or: Use this if you want to add mutually exclusive expressions to a condition so
that as long as the circumstances defined in one of the expressions exist, the
condition is met (for example, if X or Y occurs, the condition is met).

To define a condition:

1. In the Policy Set Explorer tree, select the policy into which you want to add a new
condition.

2. Click Next. The Condition window is displayed in the right-hand pane of the Policy
Designer window.

Comments Policy Set ]

Help | Select Policy language:  English &

POLICY CONDITION SET
Active Expressions: Expression Details

Logic: AMD - E | H The following descriptions will be
dizplayed when the selected
Expression is tiggered:
Short Description:

Lang Description:

Risk Rating:
Back | Mext
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Tip: You can also expand the policy in the Policy Set Explorer tree and select
Condition.

3. Click the Add a new Expression [+ putton. The Expressions dialog is displayed.

Expressions X

Select from the following Expressions:

file type contains word or phrase within context of the file

file type contains regular expressior within context of the file

file type contains Pll type

file type contains hidden data
PDF file contains hidden data
file type is password protected
custom property name is value

file size is compared against size Kb

file type is file type v
< >
[C] Add inverse condition ‘1 ,,,,,,,, OK ‘LCmoel .

Note: For detailed information about configuring expressions, refer to Configuring
Expressions, page 38.

4. Select the expression that you want to add to the condition and click OK.

5. If you want to add the inverse of the condition, select the Add inverse condition
checkbox before clicking OK. This means that instead of the expression being, for
example, “Word document is password-protected”, it is “Word document is NOT
password-protected”.

Warning: The NOT operator negates the entire condition and conditions using it
should be thoroughly tested to ensure results are as intended. For example, in the
example given above, any email will trigger the condition. To ensure the condition
is triggered only by MS Word documents, you must add another expression saying
that “File Type is Word” and link the two expressions using the AND operator. This
will ensure the required result that non-password-protected Word documents
trigger the condition.

6. Quantify the expression by clicking the blue underlined links and specifying the
parameters for the expression. For more information, refer to Configuring
Expressions, page 38.
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Note: You must add a value for each of the underlined links for an expression to
be valid. If you do not, you will not be able to save or publish the policy.

. In the Short Description field, enter a short description for the expression to give a
brief summary of what you have set this expression to do. This is displayed in the
Workshare Protect Email Security dialog to provide an explanation for the user as

to what triggered the policy.

Note: You must add a description in the Short Description field for an
expression to be valid. If you do not, you will not be able to save or publish the

policy.

. In the Long Description field, enter a longer description for the expression to
provide more information on the exact functionality of the expression. This is
displayed in the Workshare Protect Email Security dialog to provide an explanation

for the user as to why the policy is important.

. From the Risk Rating dropdown list, select the expression risk rating (High,

Medium or Low).

=)

Help | Select Policy language:  English =

POLICY CONDITION SET
Active Expressions:
* Logic AND - EMR|

any file type containe Comment

Back || hest |
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displayed when the selected
Expression is triggered:

Short Description:

Office file contains comments

Long Description:

Fisk Rating: ._
' High )
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10.Optionally repeat steps 3 to 9 to add further expressions to the condition. When
adding multiple expressions, select the appropriate expression logic (either AND or
OR) from the Logic dropdown list. (This is defaulted to AND.)

11.Click the k&l icon or select Save from the File menu.

You can now assign actions to the condition by clicking Next. For detailed information
about adding actions, refer to Chapter 6: Channels and Action Sets.

Viewing and editing existing expressions

This section describes how to view and edit the details for existing expressions.
To view the details of an existing expression:

1. Expand the policy you want to view or modify in the Policy Set Explorer tree and
select Condition.

2. The expressions for that particular condition are displayed in the center pane.
Expressions can be edited by clicking the blue underlined links. Additionally, you
can also edit the Short Description, Long Description, and Risk Rating fields.
Further expressions can be added to the condition by clicking the Add a new
Expression [+ button.

3. Click the = icon or select Save from the File menu.

Deleting expressions

This section describes how to delete expressions from a condition.
To delete an expression:

1. Select the expression that you want to delete in the center pane of the Condition
window.

2. Click the Delete the selected Expression Wl putton. The following prompt is
displayed.

Delete Expression

0 Are you sure you want to delete this expression?

Yes No

3. Click Yes to delete the expression. The expression is deleted from the condition.
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Note: You must save the open policy set before closing it to ensure that this expression
is permanently deleted from the policy set.

What users see

The names and descriptions for policies and expressions are visible to the user as follows:

In the Advanced Email Security Options dialog:

Workshare Protect - Advanced Email Security Options

Summary Policies  Office Metadata Convert to PDF

Select File

&) Workshare |

View Policies

?

*

Select Al

Actions

Workshare 2017 Original....
w EEEE High Risk

CLEAN

[
“] [Hidden Data Policy

less |

~

[This policy detects hidden data in Word files.|

Based on the following routing:
To External Recipients

The following has triggered the policy:
[ Hidden data has been found in this document. |

Why is this important?

distribution.

Hidden data, such as comments or information in the
properties of a document, can indude private or
confidential information that is not intended for external

‘E] Document Conversion Policy

Morg

W

Help View Risk Report

Go to Summary

Send
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Configuring Expressions

When quantifying expressions, you specify the parameters of the expression by clicking
the blue underlined link. Different dialogs are displayed according to the link selected.
Details of each link and expression parameters are provided in this section.

Rules about expressions

You should be aware of the following basic rules when configuring expressions.

1. When configuring file type expressions (expressions that include a “file type” link),
do not add multiple expressions that specify different file types and use the AND
expression logic. This will result in an error when the policy set is published.

For example:

Word file contains Private within Any Context of the file
AND

Excel file contains Confidential within Cell Text of the file

This combination of different file types together with the AND logic means that
Workshare Protect will look for a document that is both a Word file and Excel
spreadsheet, which is not possible.

2. You cannot add two conflicting expressions, for example, an expression that
specifies a file size greater than 10 kb and an expression that specifies a file size
less than 10 kb.

3. Where an expression includes a “file type” link, some of the available actions will
not apply to all file types and an error message will display.

For example:

If you select Email as a file type along with a PDF, LightSpeed Clean, PDFClean
or Zip action, the action will not be carried out as email files cannot be converted to
PDF, cleaned or zipped. If expressions contain this type of inconsistency, one of
the following error messages will display:

o When the condition set includes some file types for which the action can apply
(for example, email and Microsoft Word files), a warning will indicate which file
types are not compatible with the action.

= When the condition set includes only file types for which the action does not
apply, for example, Email, RTF and HTML, an error displays and the policy set
cannot be published.

file type contains word or phrase within context of the file

This expression specifies that if Workshare Protect finds a specified word or phrase within
a specified area of a specified file type, then the condition will be met. Example: A
Microsoft Word or Excel document contains the word “confidential” in the header or footer.
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File type

Clicking the expression link displays
the Select File Types dialog.

Select the file type(s) that you want the
expression to cover and click OK. You
can use the Select All and Deselect All
buttons to aid you in the selection of
the different file types.

Word or phrase

Select File Types

Select the file types to search

Select &ll | Deselect All

[] Cther

Word ( doc/ docx/ doem/ dotx/ dotm)

[ ] Excel Spreadsheet {xls/ xlsx/ xlsm. xdtx/ xftm)
[] PowerPaint {ppt/ ppte/ pptm./ potx/ potm/ ppsx/
[] Text

] RTF

] POF

[1Zp

[] Email

] HTML

[] ML

Cancel

The Word or phrase link enables you to specify the word or phrase (for example,

“confidential”,

restricted” or profanity) that Workshare Protect should identify as sensitive

information. Clicking the word or phrase expression link displays the Select File Content

dialog.

Select File Content

Enter the word or phrase to look for
[

Look for the following content.

A checked box next to the word will find the whole
word only.

OK }Canoel
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Enter the word(s) or phrase(s) required to
trigger the expression in the Enter the
word or phrase to look for field. Click
Add to move it to the Look for the
following content list.

Iltems added to the list are checked by
default. When items are checked,
Workshare Protect searches for the
whole word or phrase. Uncheck the box
next to any words or phrases to search
for partial matches.

To delete word(s) or phrases from the
list, select the word or phrase and click
Remove.

Click Import and select a text file that
includes the content to be identified as
sensitive information

Click OK to save your changes.
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Select File Context

Context

The context link enables you to specify the St tE G COvl e B e
elements of a document where Workshare Select All | Deselect All
Protect should look for sensitive information. Body text

Clicking the context expression link displays [] Text box

the Select File Context dialog. E Ef:tifr

Select the area of the document where the E Eggtr;iee

word or phrase may appear by clicking the
corresponding checkboxes and click OK. You
can use the Select All and Deselect All buttons
to aid you in the selection of the different file
contexts.

Cancel

file type contains regular expression within context of the
file

This expression specifies that if Workshare Protect finds a specified expression within a
specified area of a specified file type, then the condition will be met. Example: A Word
document contains a regular expression within the body text.
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. Select File Types
File type
Clicking the file type expression link displays Selest e B ipes s st
the Select File Types dialog. Select All | Deselect Al
. [] Cther
Select the file type(s) that you want the Word (doc/ docx/ docm/ dots dotrm)
expression to cover and click OK. You can [] Excel Spreadshest (xs/ s slsm./ b xdtm)
use the Select All and Deselect All buttons [] Elonertolnt.¢pph ppbc/ pplms pote/ polin/ ppe:fy
. . . . . [] Text
to aid you in the selection of the different file [ RTF
types. ] PDF
] Zip
[] Email
] HTML
] XML
Cancel

Regular expression

The regular expression link provides a way of matching text that follows a particular
pattern, according to certain rules. A regular expression is a special text string for
describing a search pattern and is used to give a concise description of search parameters
without having to list all the prospective matches. Clicking the regular expression link
displays the Select Regular Expression dialog.

6l Select Regular Expression = 0O W Enter the relevant code string
describing the particular search
Enter the regular expression to evaluate: pattern required to trigger the
F=guiar expression] | expression and click OK.

Note: More information on creating reqular expressions can be found in Appendix B:
Regular Expressions.
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Clicking the context expression link displays
the Select File Context dialog.

Select the area of the document where the
regular expression may appear by clicking
the corresponding checkboxes and click OK.
You can use the Select All and Deselect All
buttons to aid you in the selection of the
different file contexts.

file type contains PIl type

Conditions and Expressions

Select File Context

Select the file contexts to search:

Select All | Deselect All

Body text
[] Text box
] Header
[] Footer
[] Endnote
[] Footnote

Cancel

This expression specifies that if Workshare Protect finds that a file type that contains a
specified PIl type (Credit Card or Social Security Number), then the condition will be met.
Example: A Word file contains Credit Card and Social Security Number.
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File type

Clicking the file type expression link
displays the Select File Types dialog.

Select the file type(s) that you want the
expression to cover and click OK. You can
use the Select All and Deselect All
buttons to aid you in the selection of the
different file types.

Pll type

Select File Types

Select the file types to search
Select &ll | Deselect All
[] Cther

Word { doc/ docx/ docm/ dotx dotm)

[] Excel Spreadsheet (xls/ xlsx/ xlsm/ it/ xktm)

[] PowerPairt {ppt/ pptx/ pptm/ potx/ potm/ ppax/ g
[] Text

[] RTF

[] PDF

[]Zp

[] Email

[] HTML

[] =ML

==

Clicking the PII type expression link displays the Select Pll type dialog.

Select Pll type Select Social Security Number and/or Credit

Card Number and/or National Insurance

Number and click OK. You can use the Select
Select the Pll types to look for

Select All | Deselect All

Social Security Number
[] Credt Card Number
[] Mational Insurance Mumber

Cancs
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All and Deselect All buttons to aid you in the
selection of the different Pl types.



file type contains hidden data

Conditions and Expressions

This expression specifies that if Workshare Protect finds specified hidden data in a
specified file type, then the condition will be met. Example: A Microsoft Excel document

contains the track changes or version information.

File type

Clicking the file type expression link
displays the Select File Types dialog.

Select the file type(s) that you want the
expression to cover and click OK. You can
use the Select All and Deselect All
buttons to aid you in the selection of the
different file types.

Hidden data

Clicking the hidden data expression link

displays the Select Hidden Data type dialog.

Select the hidden data types that you want
to find in the document by clicking the
corresponding checkboxes and click OK.
You can use the Select All and Deselect
All buttons to aid you in the selection of the
different hidden data types.
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Select File Types

Select the file types to search

Select All | Deselect All
Word { doc/ docx/ . docm/ dotx/ dotm)

[] Bxcel Spreadsheet (s e xzm. st sltm)
[] PowerPoint (ppt/ pptx/ pptm./ pote/ potm/ ppax./

[ RTF

Cancel

Select Hidden Data type

Select the hidden data types to look for

Select All | Deselect All

[] Commert A
Track change item

[] Reviewer

[ ] Hidden text

] Small text

[ White text

[] Attached template

[] Version

] Auto version

] Field

] Hyperink

[] Routing slip

[] Variable

[] Macra

[] Redacted text

[] Custom Property W
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The different hidden data types are as follows:

Comment: Cleans comments embedded in the document.
Track change item: Cleans revisions made to the document.

Reviewer: Cleans information about all document reviewers who have made
changes in the document.

Hidden text: Cleans text that has been formatted as hidden
Small text: Cleans text that has been formatted with a font size less that 5 pt.

White text: Cleans text that has been formatted with a font color of white and has
no background color.

Attached template: Cleans the template attached to a Microsoft Office document.
Version: Cleans records of previous saved versions of the document.

Auto version: Cleans records of previous auto-saved versions of the document
Field: Cleans field codes that exist in a Microsoft Office document.

Hyperlink: Cleans hyperlinks contained within a Microsoft Office document.

Routing slip: Cleans entries from a routing slip, including the message subject and
text.

Variable: Cleans variable values stored in Microsoft Word documents that are used
by either field codes or macros.

Macro: Cleans VBA macros associated with a document.
Redacted text: Cleans redacted (censored) text.

Custom Property: Cleans property fields added manually to a document or added
by various programs.

Built-in Property: Cleans document summary properties, including author,
category, comments, and other properties.

Document Statistic: Cleans document statistics, including total edit time, revision
number, and last saved by.

Footnote: Cleans any footnotes or endnotes from Microsoft Word documents.
Smart tag: Cleans smart tags from Microsoft Word documents.
Ink Annotations: Cleans ink annotations made in Tablet PC.

Workshare Styles: Cleans Workshare styles, which are the styles applied to the
changes shown in a Redline document.
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PDF file contains hidden data

This expression specifies that if Workshare Protect finds specified hidden data in a PDF
file, then the condition will be met. Example: A PDF contains an attachment or markup.

Select Hidden Data type

Hidden data
Clicking the hidden data expression link SEectine tiden dols bipesia kg o
displays the Select Hidden Data type dialog. Select All | Deselect Al
. [] Bockmarks
Select the hidden data types that you want to [] Propesties
find in the PDF by clicking the corresponding [ Attachments
checkboxes and click OK. You can use the Markups

Select All and Deselect All buttons to aid
you in the selection of the different hidden
data types.

Cance

The different hidden data types are as follows:
o Bookmarks: Cleans any bookmarks from the PDF file.
o Properties: Cleans removes properties from the PDF file.
« Attachments: Cleans any attachments to the PDF file.

e Markups: Cleans any markup from the PDF file.
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file type is password protected

This expression specifies that if Workshare Protect finds a specified file type is password
protected, then the condition will be met. Example: A Microsoft Word document is
password protected.

Select File Types
File type
Clicking the file type expression link Aot Ehr o bz iy acar
displays the Select File Types dialog. Select All | Deselect All
. L Word (doc/ docx/.docm/ dotx/ dotm)

Select the file type(s) which if password [ Excel Spreadsheet (xs/xlsx/ xlsm/ st/ stm)
protected will trigger the expression and [[] PowerPairt (ppt/ppt«/ pptm./ potx/ potm./ pps/
click OK. You can use the Select All and [] POF
Deselect All buttons to aid you in the [12p
selection of the different file types.

Cancel

custom property name is value

This expression specifies that if Workshare Protect finds that a document contains a
specified custom property with a specified value, then the condition will be met.

Example: A document contains the custom property “client” with the value “Workshare”.

Name

Clicking the name expression link displays the Select Custom Property Name dialog.

85 Select Custom Property Name - O X Enter the name of the custom
property required to trigger the
Enter the custom property name expression and click OK.
[pame} |
OK Cancel
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Value

Clicking the value expression link displays the Select Custom Parameter Value dialog.

Select Custom Parameter Value

Select type
Text

Enter some text

[value

OK || Cancel

Select Custom Parameter Value

Select type
Number

Enter a number

l

OK || Cancel

Select Custom Parameter Value
Select type
Yes or No v
Select Yes or No
®Yes O No
OK Cancel

Enter text or a number or select Yes or No as the custom property value required to trigger

the expression and click OK.

file size is compared against size Kb

This expression specifies that if Workshare Protect finds that a file has a specified relation
(for example, greater than) to a specified size, the condition will be met. Example: A
document is greater than or equal to 100 kb.

Compared against

Clicking the compared against expression
link displays the Select Comparison Operator

dialog.

Select the comparison operator option against
which you want the file size to be measured

and click OK.

Select Comparison Operator

Select the comparison operator to use:

equal to

less than

not equal to
greater than or equal to

less than or equal to

OK Cancel
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Size

Clicking the size expression link displays the Select File Size dialog.

8! Select File Size — O

Enter the size of the file size, in Kb:

X

[

OK

file type is file type

Enter the file size required to
trigger the expression and click
OK.

This expression specifies that if Workshare Protect finds that a file is of a specified type,
then the condition will be met. Example: A file is a PowerPoint document”.

File type

Clicking the file type expression link displays
the Select File Types dialog.

Select the file type(s) which will trigger the
expression and click OK. You can use the
Select All and Deselect All buttons to aid you
in the selection of the different file types.

Note: An .nrl file is a link to a file located in
iManage, which can only be accessed by
recipients if they have access to the iManage
server. Some users accidently send these
files externally instead of sending a copy of
the actual document. You can use this
expression to craft a custom policy to block
these files from being sent to external users.

contains embedded email

Select File Types

Select the file types to search
Select All | Deselect All
[] Cther

Word {doc/ docx/ docm/ dotx/ dotm)

[] Excel Spreadshest {xls/ xlsx/ xlsm. xdtx/ xtm)
[] PowerPairt { ppt/ pptx pptm/ pots/ potm/ ppax/ [
[] Tex

[]RTF

[] POF

] Zp

[] Email

[] HTML

[] =mL

[] ORM Cffice Document

[] Workshare Presentation Compare {wpf)

[] iManage Link File (nd)

Cancel

| oK |

This expression specifies that if Workshare Protect finds that a document contains an
embedded email, then the condition will be met.

When working with Microsoft Outlook, Workshare analyzes embedded emails and their
contents to see if they breach any policies. However, when working with IBM Lotus Notes,
Workshare will not analyze embedded emails. In this scenario, if a policy includes this
expression, then Workshare will detect an embedded email and show a policy breach.
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Email has email address or domain within recipients
address fields

This expression specifies that if Workshare Protect finds a specified email address or
domain in any of the specified address fields, the condition will be met. Example: An email
is being sent to or copied to (To or Cc) any email address in the workshare.com domain.

Specify email addresses or domains

Email address or domain

Add the email address or domain
Clicking the email address or | Add
domain expression link displays the
Specify email addresses or domains Look for the following email addresses or domains
dialog. Remove

Enter the email address or domain
name which will trigger the expression

and click Add.
Click OK.
Cance
L Select email address type

Recipients
Clicking the recipients expression link ok ki Rl aHdsa i
displays the Select email address type Select All | Deselect All
dialog. [] From

Ta
Select the address fields where the specified Bee
email address or domain may be found in te

order to trigger the expression and click OK.

==
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Email has only email address or domain within recipients
address fields

This expression specifies that if Workshare Protect finds only the specified email address
or domain in any of the specified address fields, the condition will be met.

Specify email addresses or domains

Email address or domain

Add the email address or domain
Clicking the email address or | Add
domain expression link displays the
Specify email addresses or domains Look for the following email addresses or domains
dialog. Remove

Enter the email address or domain
name which will trigger the expression

and click Add.
Click OK.
Carc
L. Select emnail address type

Recipients
Clicking the recipients expression link ok ke o ae ks
displays the Select email address type Select All | Deselect Al
dialog. [] From

Tao
Select the address fields where the specified Bec
email address or domain may be found in Ce

order to trigger the expression and click OK.

Corcs
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Total attachment size is compared against size Kb

This expression specifies that if Workshare Protect finds that the total size of all the
attachments has a specified relation (for example, greater than) to a specified size, the
condition will be met. Example: All the attachments are greater than or equal to 100 kb.

Compared against

Clicking the compared against expression
link displays the Select Comparison Operator
dialog.

Select the comparison operator option against
which you want the file size to be measured
and click OK.

Size

Select Comparison Operator

Select the comparison operator to use:
equal to

not equal to

greater than or equal to

less than
less than or equal to

OK

Clicking the size expression link displays the Select File Size dialog.

o Select total attachment Size — O X

Enter the total size of the attachments, in Kb:

@ |

OK

Enter the file size required to

trigger the expression and click
OK.
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Chapter 6: Channels and Action Sets

This chapter describes how to define action sets for different policy sets. It includes the
following sections:

e Introducing Channels and Action Sets, page 55
o Client Email Channel, page.55
o Active Content Channel, page 72
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Introducing Channels and Action Sets

An action set consists of one or more actions that are applied when a given condition is
met. The actions available in the Policy Designer vary according to the channel selected.
(Policy sets are defined based on channels.) A summary of the actions available is
provided in the following table:

Channel Data Monitored

Client Emails and

Email

attachments sent

by Microsoft
Outlook and IBM
Lotus Notes

Active Open Microsoft

Content

Office documents

Available Actions

Block: The email is blocked and cannot be sent.

Alert: The sender is alerted to the presence of
suspicious content in the email and/or attachment but
can still send the email.

LightSpeed Clean: The suspicious content is removed
from the attachment before it is sent.

Clean: The suspicious content is removed from the
attachment before it is sent.

PDF: The attachment(s) is converted to PDF before
the email is sent.

PDFClean: The suspicious content is removed from
PDF attachments before the email is sent.

Zip: The attachment(s) is compressed into a zip file
before the email is sent.

Secure File Transfer: The attachment(s) is sent to a
secure folder in Workshare online and recipients are
sent a link to that location.

Alert: The suspicious content is displayed in a content
risk report.

Client Email Channel

Policies defined for this channel are applied to emails and their attachments. When
defining policies for the Client Email channel, you can specify the following actions for a
policy breach:

Block: The email is blocked and cannot be sent.

Alert: The sender is alerted to the presence of suspicious content in the email
and/or attachment but can still send the email.

LightSpeed Clean/Clean: The suspicious content is removed from the attachment

before it is sent.

PDF: The attachment(s) is converted to PDF before the email is sent.

PDFClean: The suspicious content is removed from PDF attachments before the

email is sent.
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o Zip: The attachment(s) is compressed into a zip file before the email is sent.

» Secure File Transfer: The attachment(s) is sent to a secure folder in Workshare
online and recipients are sent a link to that location.

Note: If an action set includes multiple actions, there is an action precedence performed
in the order of Clean or Lightspeed Clean or PDF Clean, PDF, Zip, and then Secure
File Transfer.

Actions are specified according to senders and receivers. For example, where an email
meets a condition (such as “includes the words private and confidential”), you can specify
a Block action when the email is being sent from user group A to user group B and an
Alert action when the email is being sent from user group A to user group C.

Information about sender and receiver groups is displayed in the routing table in the
Workshare Policy Designer. The routing table enables you to distinguish between
privileged and non-privileged senders of information and trusted and non-trusted receivers
of information.

Routing for Client Email channel

Workshare Protect uses one of two routing types, as follows:

o Default routing: Workshare Protect simply distinguishes between internal and
external users. For more information, refer to Default Routing on page 57.

o Custom routing: Workshare Protect distinguishes between all the different routing
groups you have defined. For more information, refer to Custom Routing on page
57.

To select the routing type:
1. Open a Client Email policy set.

2. Expand the policy into which you want to specify routing in the Policy Set Explorer
tree and select Email Channel. The Channels, Routings and Actions window is
displayed in the right-hand pane of the Policy Designer window.

Tip: You can also click Next in the Condition window.

56



Channels and Action Sets

3. From the Routing type dropdown list above the routing table, select the routing
type required: Default routing or Custom routing. When you change the routing
type, the Change routing type message is displayed.

Change routing type

Selecting this will cause you to lose any information you have added to
! the routing table. Are you sure you want to continue?

4. Click Yes.

Default routing

When you have selected Default routing as the routing type, you then select an action set
for internal recipients and external recipients and Workshare Protect simply distinguishes
between internal and external recipients when determining which action to apply. Thus,
when you send an email, Workshare Protect takes each recipient in the To, Cc and Bcc
fields, and looks them up in the local address book. For each address there are three
possible outcomes:

¢ The address does not exist in the address book. This is then processed as
external.

o The address is a distribution list. In this case, the address of each member of the
distribution list is checked.

e The address exists in the address books. This is then processed as internal.

If the email is being sent to multiple recipients and an external recipient is found, then
Workshare Protect applies the action specified for an external recipient even though some
recipients may be internal. Only if all recipients are internal, is the action specified for an
internal recipient applied.

Custom routing

When you have selected Custom routing, you then define sender and receiver groups and
select action sets for each combination, for example, when the email triggering the policy
is from Sender Group A to Receiver Group B, then a Block action is applied. The
Workshare Policy Designer routing table includes one receiver group (Everyone else) and
one sender group (Everyone else). You add additional sender and receiver groups as
required.
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Adding new routing groups
The procedure for adding a new receiver group or a new sender group is the same.

To create a new routing group:

1. In the routing table, click the Sender [+ Sender| o Receiver =7 Receiver| b iion. A
new sender group NewGroupX is added to the Sender rows of the routing table or
a new receiver group NewGroupX is added to the Receiver columns of the routing
table and the Routing Detail dialog is displayed to the right of the routing table.

Comments Policy Set =
Help | Select Policy language: English ol
Channels, Routings and Actions
~
|4] RECEIVER |
Routing type: ‘Custum routing (LDAP) H [EF Sender | [E” Receiver Routing Detail
Mew Group2 Everyone else fine
New Group2
Type: -
Custom routing (LDAP) ~
= LDAP Server: _
{_'g Add Action Set ‘A Achon Sek Unknown Server Information <unavailable> ~ -a
=0 E Group Members:

SENMDER

E
:

Search:

Addresses:
Add Action Set MName Address

Everyone else
i3

Back | Publish Delete Routing Group

2. In the Name field, enter a relevant name for the routing group based on the
members contained within (for example, “Marketing”). This name is displayed as
the row or column header in the routing table.

3. In the Search field in the Address Lookup area, enter your search criteria and

click the button. The Workshare Policy Designer looks in the global address
book and a list of addresses that match the search criteria are displayed in the
Addresses list in the Address Lookup area. You can search for individual
addresses or pre-defined distribution lists.

4. Select the relevant address or distribution list for this particular routing group in the

Addresses list in the Address Lookup area and click the button. The selected
address or distribution list is added to the Group Members list.
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Tip: Select multiple addresses or distribution lists by holding down the Ctrl or
Shift key when selecting.

5. Click the la icon or select Save from the File menu. The new routing group is
saved.

You can add additional routing groups to the routing table by repeating the procedure
above or you can go on to specify actions for specific routing groups (see Creating Action
Sets for Client Email Channel, page 63 for more information).

Viewing and editing existing routing groups
This section provides instructions for viewing and editing existing routing groups.
To view routing group members:

In the routing table, select the header of the sender or receiver group whose members you
want to view. The Routing Detail dialog is displayed to the right of the routing table. The
members of the selected group are listed in the Group Members list.

You can make changes to the selected routing group as follows:
« Change the name of the routing group by editing the Name field.

« Add additional users to the routing group using the procedure described in Adding
New Routing Groups, page 58.

o Delete users from the routing group by selecting the user in the Group Members
list and pressing the Delete key on your keyboard.

Note: You must save the open policy set before closing it to ensure that any changes
that are made are saved.

Deleting routing groups
This section provides instructions for deleting routing groups.
To delete a routing group:

1. In the routing table, select the header of the sender or receiver group that you want
to delete. The Routing Detail dialog is displayed to the right of the routing table.
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2. Click Delete Routing Group at the bottom of the Routing Detail dialog. The

following prompt is displayed.

Delete Group

Yes

e Are you sure you want to delete this group?

No

3. Click Yes to delete the routing group or click No to cancel.

The routing group is deleted from the routing table.

Note: You must save the open policy set before closing it to ensure that this routing
group is permanently deleted from the policy set.

Understanding the routing table

The Workshare Policy Designer routing table defines actions according to sender and
receiver groups using a system of precedence to rank these actions. The precedence
increases from left to right. Thus, you should assign the least restrictive action in the top
left-hand corner of the routing table (which is the square with the lightest tone) and the
most restrictive action in the bottom right-hand corner of the routing table (which is the

square with the darkest tone).
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Example custom routing table

Channels, Routings and Actions

E-\.-.ran,;on = el

Marketing

| Routing type: Custom routing (LDAP)

R

61
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Example default routing table

Channels, Routings and Actions

|«] RECEIVER [¢]

[

SENDER

Everyone

4]

: Routing type: | Default routing (internal / external) I’ﬁ

[E+ Sender | [ Receiver -

Back || Publsh |

The following scenarios might arise:

Sending to Multiple Receiver Groups

When information is sent to members of different receiver groups, the action that is
executed is that of the most restricted group. Using the example custom routing
table on page 61, if someone in Marketing sends an email to both Management
and Sales, it is the action defined in the Marketing-Sales square of the table that is
executed because Sales is the most restricted of the two groups. Using the
example default routing table above, if someone in Marketing sends an email to an
internal and external user, it is the action defined in the Everyone-External
Recipients square of the table that is executed.
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Sending to Users in Multiple Receiver Groups

When a user is in more than one group, the action that is executed is that of their
least restrictive group. Using the example routing table on page 61, if someone in
Marketing sends an email to John (who is in both the Management and IT receiver
groups), John'’s least restrictive group is Management and consequently it is the
action defined in the Marketing-Management square of the table that is executed.
However, if someone in Marketing sends an email to John (who is in both the
Management and IT receiver groups) and Peter (who is in both the Sales and IT
receiver groups), using the order of precedence described in Sending to Multiple
Receiver Groups, it is the action defined in the Marketing-IT square of the table
that is executed because the most restrictive group of John and Peter is IT.

Repositioning Senders and Receivers in the Routing Table

When you have selected Custom routing, once you have created the routing table,
you can change the order of the sender and receiver groups by repositioning them
within the routing table.

To reposition a routing group, click the relevant sender or receiver group header in
the table and select the appropriate button from the following:

o Click * to move a receiver group to the left.
o Click * to move a receiver group to the right.
o Click = to move a sender group up.

o Click ™ to move a sender group down.

Note: If you are moving a routing group more than one place within the routing table,
you have to repeat this process until they are in the correct position. However, you will
not be able to move a routing group you have created beyond the default group of
Everyone else.

Creating action sets for Client Email channel

When defining policies that cover emails and their attachments, you can specify actions
according to senders and receivers. If you do not specify particular sender or receiver
groups, Workshare Protect applies the action defined for the default groups - sender
Everyone else to recipient Everyone else.

An action set can include several actions. However, the following limits apply:

After defining a Block action, you cannot add any further actions.

After defining an Alert action, you can add a Clean, PDF or Zip action.

After defining a LightSpeed Clean action, you can add an Alert, PDF or Zip action.
After defining a PDF action, you can add an Alert, Clean or Zip action.

After defining a Zip action, you can add an Alert, Clean or PDF action.

It is not possible to add the same action within the same routing group.
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o ltis possible to add two of the above actions for two different routing groups and
policies.

« If two different policies have been created with the same action then Workshare
Protect will pick the first one it finds in the policy set.

To create an action set for a Client Email channel:
1. Open a Client Email policy set.

2. Expand the policy into which you want to add the new action set in the Policy Set
Explorer tree and select Email Channel. The Channels, Routings and Actions
window is displayed in the right-hand pane of the Policy Designer window.

3. From the Routing type dropdown list (above the routing table) select Custom
routing or Default routing. If you selected Custom routing, add the required
routing groups to the routing table using the procedure described in Add New
Routing Groups, page 58.

Channels, Routings and Actions

|4] RECEIVER ||

GO R IR Custorn routing (LDAP) H [E+ Sender Receiver Routing Detail

Everyone Mame:

;New Group3
Type:

;’Cﬁstum routing (LDAF) |

LDAF Server:

Add Action Set | Unknown Server Irfomnation <unavailzble v (.

New Group3

[*|

Group Members:

SENDER

T Search:

Addresses:

MName Address +

Ewveryone else

Back || Publsh | Delete Routing Group

4. In the routing table, click Add Action Set in the square relating to the recipient and
sender to whom the action will apply. For example, in the sample routing table
shown above, select Add Action Set in the top square if you want to define the
action to be applied when an email from a user in NewGroup1 group sends an
email that triggers the condition defined in the selected policy.
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The Action Details dialog is displayed to the right of the routing table.
Action Details

Action Set name:
|New Group1 - Mew Group2 |

Assigned Actions:

BB W

Note: The default name for the action set is the routing path of sender group to

recipient group and this is displayed in the Action Set name field and in the routing
table.

. If required, modify the default name for the action set in the Action Set name field.

. In the Assigned Actions list, click the Add a new Action E button. The Add
Action dialog is displayed.

Add Action *

ACTIONS
Type of Action: | Black w |

Action Name: |B|ock Action |

Bun Action on: |Client I |

When this action is tiggered: | Allow userto ovemide 1t (¢ wil be checked by defaul) =

Select the properties for this Action. The values you choose here affect what is presented to the user when the
policy is tiggered.

MName DefaultValue  Override Visible

Description I:I %]

This action can only be performed on the following file types:
Any

OK || Cancsl
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7. From the Type of Action dropdown list, select one of the following actions that will
be applied if the email or its attachment meets the defined condition:

o Block — Blocks the email from being sent.

= Alert — Alerts the user to a potential policy violation in the message or
attachment.

o LightSpeed Clean — Cleans metadata from Office attachments.
o Clean — Cleans metadata from Office attachments.

= PDF - Converts the attachment to PDF.

= PDFClean - Cleans metadata from PDF attachments.

= Zip — Compresses the attachment into a zip file.

= Secure File Transfer — Sends the attachment to a secure folder in Workshare
online and recipients are sent a link to that location.

Note: Redact Clean, RPost Registered Email and PGP Universal Encryption
relate to depreciated functionality and should be ignored.

8. Enter a name for the action in the Action Name field based on its function within
the policy (for example, “Clean Document Statistics and Built in Properties”). This
name is displayed in the Assigned Actions list.

9. From the When this action is triggered dropdown list, select one of the following
options that will determine if the action can be overridden by users when a policy is
triggered:

= Always execute (the user will be unable to uncheck it)
= Allow user to override it (it will be checked by default)
= Allow user to override it (it will be unchecked by default)

The dialog varies according to the type of action selected in Step 7.

10.When selecting a Block or Alert action, enter a relevant description in the Default
Value field. This description is displayed in the Workshare Protect Email Security
dialog to provide an explanation for the user.
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11.When selecting a Clean or Lightspeed Clean action, select the checkboxes boxes
in the Default Value column next to the cleaning options you want to be applied by
default.

Add Action e

ACTIONS
Type of Action: | Clean [

Action Mame: |E.‘Iean Action

Run Action on: -Dierrt -
[] Process Transparently
When this action is triggered: | Allow user to ovemide it (it will be checked by default) |

Select the properties for this Action. The values you choose here affect what is presented to the user when the
policy is tiggered.

Mame DefaultValue  Overide Wisible =
Footnotes
Document Statistics
Built In Properties

J B BRI EEEE]

J B K EEEEE
J B EERIEREEE

Headers

Footers

Smart Tags

Template

ﬂ.._J.E]_ [ P, v
This action can only be performead on the following file types:

doc i ppt docx docm dotx .dotm L]

s lsm il aftm pptx pptm potx

paotm ppsx ppsm f b4

oK || Cancel

Note: For detailed information about the data that can be cleaned using the
LightSpeed Clean action, refer to Appendix C: Clean/LightSpeed Clean Action
Properties.
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12.For the PDF action, select one or more of the security options by selecting the
checkbox in the corresponding Default Value field.

Add Action X

ACTIONS
Type of Action: | PDF e

Action Mame: |F‘DF Action

Run Action on: | Client (¥
[] Process Transparently
When this action is tiggered: | Allow user to ovemide it it will be checked by default) w |

Select the properties for this Action. The values you choose here affect what is presented to the user when the
policy is tiggered.

Mame DefaultValue  Overide Visible =
Prohibit printing
Prohibit modification of text
Prohibit text or graphics being copied
Prohibit comments being added
Password Required ] O] L]
Enforce Strong Password L] L] L]
Password | | "
sl ey AR oGk 1T L er 1 i i
This action can only be performed on the following file types:

doc xls ppt docx docm dotx .dotm [y
lax sm it adtm Pptx Pptm potx

potm ppax ppsm ot W

0K  Cancel

The options are as follows:

[u}

o

Prohibit Printing: Prevents recipients from printing the PDF document.

Prohibit modification of text: Prevents recipients with Adobe Distiller from
editing the PDF document.

Prohibit text or graphics being copied: Prevents recipients from copying
graphics or text directly from the PDF document.

Prohibit comments being added: Prevents recipients with Adobe Distiller
from adding comments to the PDF document.

Password Required: Requires a password to be set for the PDF.
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o Enforce Strong Password: Requires a strong password to be set for the PDF.
A strong password must be at least 8 characters long and contain at least one
lower case letter, one upper case letter, one number, and one of the following
special characters:

-+ SN O @%& ="/

o Password: Type the password that is required for the PDF.

= Apply to All: Applies these settings to all documents.

= Reconstruct Hyperlinks: Preserves standard URL and bookmark hyperlinks.

= PDF/A: Sets the PDF/A option as the default when converting to PDF.

Note: Selecting the Reconstruct Hyperlinks option can increase the time it takes
to create a PDF document. Hyperlinks that are preserved using this option may
not correspond exactly to the location in the original document.

13.When selecting a PDFClean action, select the checkboxes boxes in the Default
Value column next to the cleaning options you want to be applied by default.

Add Action o

ACTIONS
Type of Action: | PDFClean W

Action Name: |F'DFCIean Action

Run Action on: .[Jierrt =
[] Process Transparenthy
When this action is tiggered: | Allow user to ovemide it {t will be checked by default) |

Select the properties for this Action. The values you choose here affect what is presented to the user when the
policy is tiggered.

Mame DefaultValue  Override Visible
Bookmarks
Properties L]
Attachments
Markups
Apply to Al O

Thig action can only be peformed on the following file types:
pdf

ok | [ Caned
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The options are as follows:

o Bookmarks: Cleans any bookmarks from a PDF file.

= Properties: Cleans removes properties from a PDF file.
= Attachments: Cleans any attachments to a PDF file.

= Markups: Cleans any markup from a PDF file.

= Apply to All: Applies these settings to all documents.

14.For the Zip action, select one or more of the zip options by selecting the checkbox
in the corresponding Default Value field.

Add Action >

ACTIONS
Type of Action: | Zip [

Action Mame: |Zp Action

Run Action an: | Client o
[ Process Transparently
When this action is tiggered: | Allow user to ovemide it it will be checked by default) “ |

Select the properties for this Action. The values vou choose here affect what is presented to the user when the
policy is tiggered.

Mame DefaultValue  Override Visible
Password Required L] L] L]
Enforce Strong Password L] L] L]
Password | |
ZIP Attached Files ] ] L]
AES128 1 ] [
Apply to Al 2]
This action can only be peformed on the following file types:

Ay

oK  Canesl

The options are as follows:
= Password Required: Requires a password to open the zip archive.
o Enforce Strong Password: Requires the use of a strong password.
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Note: A “strong” password must be at least 8 characters long and contain at least
one lower case alpha, at least one upper case alpha, at least one numeric and at
least one of the following: - +*$[]".()|#@%& =:;"/.

= Password: Type the password that is required to open the zip archive.
= Zip Attached Files: Groups related files in a single zip archive.

= AES 128: Applies AES 128-encryption to zip archives.

= Apply to All: Applies these settings to all documents.

15.When selecting a Clean, Lightspeed Clean, PDF, PDFClean or Zip action, select
the checkbox in the Default Value field for the Apply To All option if you want the
Apply To All checkbox in the Workshare Protect Email Security dialog to be
selected by default. This checkbox means that the specified clean, PDF or zip
settings are applied to all attachments.

16.To enable the user to override any options within the action, select the checkbox in
the corresponding Override field.

17.To enable the user to see the action options, select the checkbox in the
corresponding Visible field. If you do not want to enable the user to see the action
options, ensure the checkbox in the corresponding Visible field is deselected.

18.If you do not want the user to view any options within the action, select the
Process Transparently checkbox. This means that the action is performed without
displaying a dialog and the user cannot change the parameters of the action. The
dialog will still be displayed if another “visible” policy is also triggered or if
Workshare needs to prompt for a password.

Note: The Process Transparently checkbox is available in the Add Action dialog
when Clean, Lightspeed Clean, PDF, PDFClean or Zip actions are selected. The
checkbox may also be available when an Alert action is selected if it has been
configured that way in the Actions Add-In Manager (described in Appendix D:
Actions Add-In Manager).

19.0nce all the relevant options have been selected, click OK. The new action is
added to the selected routing choice and the name of the action set in the routing
table changes to blue.

20.Optionally repeat steps 6 to 18 to add further actions to the action set.

Note: If you have added a Block action, you will not be able to add an additional
action to the same action set. If you have added a PDF or Zip action, you are not
able to add another PDF or Zip action to the same action set.

21.Click the Il icon or select Save from the File menu. The new action set is saved.

If all the elements of this policy have been completed, you can publish the policy by
clicking Publish. For more information, refer to Publishing Policy Sets, page 76.
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Active Content Channel

Policies defined for this channel are applied to open Microsoft Office documents. When
defining policies for the Active Content channel, you specify an Alert action for a policy
breach. In effect, active content policies determine what is displayed in the content risk
report when a user clicks Content Risk in an open Office document.

To create an action set for an Active Content channel:
1. Open an Active Content policy set.

2. Expand the policy into which you want to add the new action set in the Policy Set
Explorer tree and select Active Content Channel. The Channels, Routings and
Actions window is displayed in the right-hand pane of the Policy Designer window.

3. In the routing table, click Add Action Set. The Action Details dialog is displayed to
the right of the routing table.

Channels, Routings and Actions

|«| DESTINATION |# |

i Routing type: | v| | 5+ Source | 5 Destination |

Everyone

SOURCE

Ewveryone

Note: The default name for the action set is Everyone-Everyone and this is
displayed in the Action Set name field and in the routing table.

4. If required, modify the default name for the action set in the Action Set name field.
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5. In the Assigned Actions list, click the Add a new Action E" button. The Add
Action dialog is displayed.

Add Action X

ACTIONS
Type of Action: | Aert e

Action Mame: Alett Action

Run Action on: | Client (¥

When this action is tiggered: | Allow user to ovemide it (it will be checked by default) v

Select the properties for this Action. The values you choose here affect what is presented to the user when the
policy is tiggered.

Mame DefaultValue  Override Visible
Description |

This action can only be performead on the following file types:
Any

oK [ Canee

There is only one action type available from the Type of Action dropdown list-
Alert.

6. Enter a name for the action in the Action Name field based on its function within
the policy. This name is displayed in the Assigned Actions list.

7. From the When this action is triggered dropdown list, select one of the following
options that will determine if the action can be overridden by users when a policy is
triggered:

= Always execute (the user will be unable to uncheck it)
= Allow user to override it (it will be checked by default)
o Allow user to override it (it will be unchecked by default)
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8. Enter a description for the action in the Default Value field.

9. To enable the user to override the description, select the checkbox in the Override
field.

10.To enable the user to see the description, select the checkbox in the Visible field. If
you do not want to enable the user to see the description, ensure the checkbox in
the Visible field is deselected.

11.Click OK. The new action is added and the name of the action set in the routing
table changes to blue.

12.Click the I icon or select Save from the File menu. The new action set is saved.

If all the elements of this policy have been completed, you can publish the policy by
clicking Publish. For more information, refer to Publishing Policy Sets, page 76.
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Chapter 7: Policy Activation

This chapter describes how to activate a policy and publish it on a standalone computer
once all the elements have been completed. It includes the following section:

o Publishing Policy Sets, page 76
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Publishing Policy Sets

Once you are satisfied with all the elements of a particular policy set, you can activate the
policy set by publishing it. You can publish policy sets to the local computer, which means
the policies defined in the policy set will be applied when sending email or working on
documents on the local machine. Alternatively, you can publish the policy set to a file for
testing or for distribution to all machines on your network with Workshare Protect.

Note: When a policy set is published to the local computer, the .runtimepolicy file is
saved in the C:\Users>[user name]>AppData>Roaming>Workshare>PolicySets
directory and will only be applied to that user. For a locally published .runtimepolicy file
to be applied to all users on the computer it must exist in the
C:\ProgramData\Workshare\PolicySets\ClientProfiles\Default directory.

It is recommended that the .runtimepolicy files are deployed to the all users location
through Active Directory group policy.

To publish a policy set:
1. Open the policy set that you want to publish.

2. Select Publish from the File menu or click Publish on the Channels, Routing and
Actions window. The Publish Policy dialog is displayed.

Publish Policy et

Publishing Options
(@) Publish to this computer

i) Publish policies to file for manual distibution

C:ilsers*helen sagal'\Documents' My Policies'.New Poli

OK

|| Cancal |

3. Select one of the following options:
o Publish to this computer: If you are using a standalone computer.

= Publish policies to file for manual distribution: If you want to test the policy
or if you want to deploy using a push method (for example, SMS). Click the
Browse button to specify the .runtimepolicy file name and save location.

4. Click OK.
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5. If you have not saved the policy set as a .policy file, you will be prompted to do so.

X

Save Policy
Please select the location where you would like to save the policy set

\helen,saaI\Documents\ / Policies\New Policy Set poli I =

By default, .policy files are saved in Modules>Sample Policies in the install

location.
6. Specify a name and location for the .policy file. This is the file you open in the Policy
Designer if you want to edit this policy set further.

7. Click OK.

The policy set is saved as a .policy file and published as a .runtimepolicy file. Its status is
Enabled in the Policy Set Explorer tree indicating that the policy set is now published.

Policy Set Explorer
El,_fﬂ Comments Policy Set - v2 .0 [Enabled]
Elt‘_% Commenrts Policy
5% Condition

Depending on the type of publication that you selected, the policy set is now activated on
your local computer or saved ready for distribution.

Note: You can test the policies that you created by sending emails containing your
specified triggers.
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Chapter 8. Language Files

This chapter describes how to create new language versions of an existing policy set by
exporting and importing language files. It includes the following sections:

o Overview of Language Files, page 79
« Exporting a Language File from a Policy Set, page 79
e Importing a Language File into a Policy Set, page 80
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Overview of Language Files

In order to view an existing policy set in another language, you must perform the following
steps:

1. Export the policy set as a TXT file and save it to a location.
2. Open the TXT file and translate as required.
3. Import the translated TXT file back into the Workshare Policy Designer.

These steps are described in the following sections.

Exporting a Language File from a Policy Set

In the Workshare Policy Designer, you can export a language file from an existing policy
set and save it to a location from where it can be translated into another language and
then imported back into the policy set.

To export a language file:
1. Open the policy set that you want to translate into another language.

2. From the File menu, select Language Resource File and then Save File. The
Save Policy Language File dialog is displayed.

# Save Policy Language File X
i « Program Files (x86) * Workshare » Modules » v O Search Modules ¥l
Organise + New folder Bt - (7]
Side-by-side £ Mame Date modified Type Size
Word Config File folder
Word Files de-DE File folder
& OneDrive Dicticnaries File folder
ja-1p File folder
IE This PC Readme File folder
[ Desktop Sample Policies File folder
@ Db |_] acfpdfibt 02/09/2016 13:40 Text Docurment 1KB
; Downloads
J’l Music ¥
File name: -
Save as type: .Policy Language Files (*.tx) o
A Hide Folders | Cancel

3. Navigate to the required save location, enter a name for the policy set and click
Save.

The selected policy set is saved as a TXT file. You can now open the saved TXT file (in
Notepad or similar editor) and edit the contents into the required language. Once you have
made the changes, save the TXT file and import it back into the same policy set.
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Importing a Language File into a Policy Set

In the Workshare Policy Designer, you can export a language file from an existing policy
set, save it to a location where it can be translated into another language, and then import
it back into the policy set.

To import a language file:
1. Open the policy set from which you exported the language file.

2. From the File menu, select Language Resource File and then Load File. The
Import Policy Language File dialog is displayed.

mport Poli anguage File
# Import Policy Language Fil *
1 » ThisPC » Documents > v O Search Documents R
Organise « Mew folder =~ ™ @
~
Word Files 3] Name Date modified Type Size
& OneDrive Custem Office Templates File folder
— My Paolicies File folder
= This PC & My RoboHelp Projects 09 File folder
I Desktop Workshare 21/08/201710:38  File folder
E| Documents
; Downloads
J’ﬁ Music
=] Pictures
m Videos

‘am Local Disk (G

= v

File name: | vl . Policy Language Files (*.bd;".c5 ~ |

| Open | | Cancel

3. Navigate to the location where the TXT file is saved, select the CSV file and click
Open. The Select the language that you want to import dialog is displayed.

! Select the language that you wantt.. — O X
oo 7]
OK Cancel

4. Select the language of the translated TXT file from the dropdown list and click OK.

The selected language file is imported into the policy set. You can now select the different
language versions of the policy set from the Select policy Language dropdown list.

Note: You must save the open policy set before closing it to ensure that any changes
that are made are saved. You will also have to republish the policy set to activate both
language versions
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Appendix A.Regular Expressions

This appendix provides information on all the different types of regular expressions
available in the Workshare Policy Designer.
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Introducing Regular Expressions

A regular expression is an expression that describes a set of strings according to certain
syntax rules. They are usually used to give a concise description of a set, without having to
list all elements. While regular expressions may appear complex, they can be easily
modified to suit your needs. Several tools exist to help you create new regular expressions
and validate them as well. At the end of the chapter is a list available tools that to help you
further understand how you can customize your existing conditions.

Here are some guidelines to help you create new regular expressions or customize
existing ones:

e Use regular expressions syntax based on .NET.

o Use existing regular expressions if possible. There are libraries of them available
on the internet. You can start with http://www.regexlib.com/

» Test your new regular expression thoroughly. Again there are a number of tools
available to help you ensure your regular expression will work with Workshare
Protect. Be wary of false positives!

Regular Expression Applications

The following is a list of useful regular expression applications.

o www.regexbuddy.com/ : Complete tool for learning, creating, testing and saving
regular expressions, with two way conversion between regex syntax and plain
English building blocks, and a debugger that lets you see inside the regex engine.
Windows and Linux versions are available.

e www.powergrep.com/ : Feature-rich Windows application to search, search and
replace and collect data using one or more regular expressions.

Useful references

Regular expression tutorials and primers:
o http://www.regular-expressions.info/tutorial.html (for beginners)

» http://msdn.microsoft.com/en-us/library/az24scfc.aspx (for experienced regex
users)

e http://en.wikipedia.org/wiki/Regex
o http://www.foo.be/docs/tpj/issues/vol1_2/tpj0102-0006.html
o http://perl.plover.com/Regex/article.html
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Clean/LightSpeed Clean Action Properties

Appendix B.Clean/LightSpeed Clean
Action Properties

This appendix provides information about the different options available when configuring
a Clean action or a LightSpeed Clean (binary cleaning) action for a Client Email channel.
Refer to Chapter 6: Channels and Action Sets for more information on creating action sets.
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Clean/LightSpeed Clean Action Options

This section provides a description of the items that can be cleaned from an email or
attachment using the Clean/LightSpeed Clean action.

Parameter

Footnotes
Document

Statistics

Built-In Properties

Headers
Footers

Smart Tags

Template

Custom
Properties

Document
Variables

Description

Microsoft Word only. Removes any footnotes or endnotes included
in the document.

Microsoft Word only. Resets all the document statistics - total edit
time, revision number, last authors, and file dates.

Microsoft Word, Excel and PowerPoint. Removes all summary
properties - author, category, comments, company, keywords,
manager, title, subject, and hyperlink base; and custom properties
— text, date and number.

Microsoft Excel and PowerPoint. Removes any headers included in
the sheet or slide.

Microsoft Excel and PowerPoint. Removes any footers included in
the sheet or slide.

Microsoft Word 2003/2007 only. Removes smart tags from
Microsoft Word documents.

Smart tags are added to your documents as you create them if the
option is enabled. These tags are linked to particular text in a
document, such as a name, and allow you to perform certain
actions by selecting the link associated with the text. Depending on
the smart tag functions you use, they may embed extra hidden
information in your document.

Smart tags only exist in Microsoft Office XP to 2010.

Microsoft Word only. Converts the attached template to normal.dot.
Automatic style updating is disabled before the template is
removed. Therefore the formatting and styles in your document will
not be affected by removing the attached template.

Microsoft Word, Excel and PowerPoint. Removes any custom
properties that have been added to the document.

Microsoft Word only. Deletes all document variables.

Document variables are values stored in Microsoft Word
documents that are used by either field codes or macros. These
variables may contain confidential information like company names
or file locations. Even if field codes and macros are removed, the
variables used may remain in the document.

Variables can be viewed in Microsoft Word in the Visual Basic
Editor.
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Parameter
Fields

Macros

Routing Slip

Speaker Notes

Links

Reviewers

Track Changes

Comments

Clean/LightSpeed Clean Action Properties

Description

Microsoft Word, Excel and PowerPoint. Converts any field codes
that exist in a Microsoft Word document to text, for example,
hyperlinks, table of contents, index. In Microsoft Excel and
PowerPoint, hyperlinks are converted to text.

This prevents the field codes from being updated after you have
distributed the document. It also prevents errors for fields that
reference built-in or custom properties that have been removed.

Microsoft Word and Excel. Removes VBA macros from a
document. This feature is not intended as virus protection, but
rather to protect any confidential information, intellectual property or
formulas included in the macros.

Microsoft Word and Excel. Removes all entries from a routing slip,
as well as the message subject and text. This can prevent email
addresses of colleagues from being unknowingly distributed. This
also deletes any envelope information, such as recipients, subject,
and introduction, which are used when sending to a mail recipient.

Microsoft PowerPoint only. Deletes all text that appears on the
Notes Page in a Microsoft PowerPoint presentation. This is usually
used by speakers to remind them of points during a presentation.
You may want to remove speaker notes before distributing a
presentation, as they are not usually intended for others to read.

Microsoft Excel only. Converts external links in Microsoft Excel files
to text. The following are examples of external links:

e Link to a cell in another Microsoft Excel document.

o Named link to a named reference in another Microsoft Excel
document.

e Link to another document.
e OLE link that inserts another document as an icon.

e OLE link that inserts another document as text.

Microsoft Word only. Removes information about all document
reviewers who have made changes in the document. Track
changes are not removed, but information about the user who
made the change is removed.

Microsoft Word and Excel. Accepts all revisions made to the
document. The revisions are therefore no longer displayed as
revisions but rather as text in the document. Track changes is also
turned off so that further revisions are not tracked.

Microsoft Word, Excel and PowerPoint. Removes any comments
embedded in the document.
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Parameter
Small Text

White Text

Hidden Text

Authors

Hidden Slides

Auto Version

Versions

Apply to All

Exclude Custom
Properties

Exclude Field
Codes with
Author
Information

Clean/LightSpeed Clean Action Properties

Description

Microsoft Word only. Removes all text that has been formatted with
a font size less that 5pt (i.e. 4pt and less). Small text can also be
detected in Microsoft Excel but it is not cleaned.

Microsoft Word only. Removes all text with a white font that has
been formatted with a white background color.

Microsoft Word only. Removes all text that has been formatted as
hidden.

Microsoft Word only. Removes information about all authors who
have previously saved the document as well as save locations.

This information cannot be viewed from within Microsoft Word but it
is visible from Microsoft Word if the file is opened in recovered text
mode.

Microsoft PowerPoint only. Removes hidden slides from Microsoft
PowerPoint files. Hidden slides are not required for a slide show
(they are not automatically displayed during a slide show) but they
may contain confidential information.

Microsoft Word only. Turns off the flag to automatically save a new
version of the document every time the document is closed. This
applies to local file systems only. Versions can still be saved
manually by saving a file with a different name.

Microsoft Word only. Removes any previous versions of the
document that you may have saved. Previous versions can be
useful while you are developing a document, but often they can
contain confidential information that you have removed from the
main document.

Apply the selected settings to all documents.

If you have custom properties in your documents that you never
want to remove, for example, DMS Doclds, you can exclude them
from both cleaning and discovery. To exclude custom properties,
add the names of the custom properties to this parameter. If you
want to specify more than one property you can do so by using a
semicolon.

For example, Docld;Department.
These are field codes that include the Author, Last Saved By User,
or Current User information.

If selected, any field codes referencing the author or user are not
cleaned.
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Parameter Description
Exclude Field These are field codes that reference any of the document
Codes with properties, for example, subject and keywords, as well as any field
Document codes that reference the document statistics, for example, create
Information date and number of words.
If selected, any field codes referencing the document properties or
statistics are not cleaned.
Exclude Field These are field codes that are used in forms, for example,

Codes for Form
Fields

dropdown lists and text boxes.
If selected, any form field codes are not cleaned.

Exclude Field
Codes for Include
Fields

These are field codes that include text or pictures from other
sources.

If selected, any ‘include’ field codes are not cleaned.

Exclude Field These are field codes related to the Table of Contents, Table of
Codes for Index Authorities, Glossary, and Index.
and Tables If not selected, these tables are unlinked, and can therefore no
longer be automatically updated.
Note: Unlinking a Table of Contents causes the hyperlinks that
reference each section of the document to stop working. It may
also change the format of the Table of Contents to blue
underlined text.
Exclude Field These are field codes for numbering within the document, for
Codes for example, page numbers, list numbers, section numbers.
Numbering If not selected, these numbers are unlinked and therefore no longer
automatically updated.
Note: Unlinking page numbers in headers or footers may cause
page numbers to be repeated if a header or footer is shared
between more than one page of the document.
Exclude Field These are field codes for hyperlinks.
Codes_for If not selected, hyperlinks are unlinked. The text of the link is still
Hyperlinks visible but the associated address is removed.
Exclude Field These are field codes for linked or imported objects.

Codes for Links

If selected, the links are not removed and therefore still update from
the source.

87




Parameter

Exclude Field
Codes for
References

Exclude Field
Codes for
Equations and
Formulas

Exclude Field
Codes for
Document
Automation

Exclude
Document
Variables

Exclude Field
Codes

Delete Field
Codes

Handle Footnotes

as hidden data

Clean/LightSpeed Clean Action Properties

Description

These are field codes for any references within the document, for
example, page references.

If not selected, references are unlinked and therefore no longer
automatically updated.

These are field codes for calculations, for example, equations,
symbols or formula.

If selected, equations remain linked.

These are field codes used to provide functions within a document,
for example, macro buttons, mail merge functions, print
functionality.

If selected, these field codes remain linked which means the
document automation features continue to work.

If you have document variables in your documents that you never
want to remove, you can exclude them from both cleaning and
discovery. To exclude document variables, add the names of the
document variable to this parameter. If you want to specify more
than one document variable you can do so by using a semicolon.

If you have field codes in your documents that you never want to
remove, you can exclude them from both cleaning and discovery.
To exclude specific field codes, add the name of the field code to
this parameter. If you want to specify more than one field code you
can do so by separating each field code with a semicolon.

Workshare Protect is configured to replace field codes with static
text. However, by entering the field codes in this parameter,
Workshare Protect will delete any instances of these field codes.
To delete specific field codes, add the name of the field code to this
parameter. If you want to specify more than one field code you can
do so by separating each field code with a semicolon.

If selected, footnotes are also treated as hidden data.
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Appendix C. Actions Add-In
Manager

This appendix describes the functionality of the Actions Add-In Manager. It includes the
following sections:

e Introducing the Actions Add-in Manager, page 90
o Adding New Actions, page 91
o Modifying Action Properties, page 92
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Introducing the Actions Add-in Manager

The Add-In Manager enables you to edit the default actions provided with Workshare
Protect as well as add third party actions. You can write you own custom actions using the
Workshare Protect API (contact Workshare for further information).

To access the Add-in Manager:

From the Tools menu in the Workshare Policy Designer main window, select Add-in
Manager and then Actions. The Policy Action Add-In Manager is displayed.

Workshare >

. .

Available Add-Ins

®G| Secure File Transfer Add
Block :
Alert Remove
Lightspeed Clean 3
Redact Clean Edit
i =
PDF

PDFClean

[ Zip

[] RPost Registered Email
PGP Universal Encryption

The currently defined actions are listed in their order of precedence.
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Adding New Actions

Using the Action Add-In Manager, you can bring in your own action DLL files and have the
action available in the Workshare Policy Designer. For more information on writing your
own custom actions, contact Workshare for Workshare Protect APl documentation.

To add a new action:

1.

2.

In the Policy Action Add-In Manager, click Add.

Open *
ks <« Workshare » Modules » v O Search Modules 2
Organise « MNew folder =z » [H 0
I Desktop *  MName Date modified Type Size <)
=
(5, Documisit Config 21/08/201710:38  File folder
4 Downloads de-DE D4/0%/2017 1353 File folder
B Music Dictionaries 21/08/2017 10:38 File folder
[ Pictures ja-Ip 21/08/2017 10:38 File folder
m Videtic Readme 21/08/2017 10:38 File folder
45 | ocal Disk (C) Lt Sample Policies 21/08/2017 10:38 File folder
%] acfpdfu.dil 02/09/2016 153:40 Application extens... 1,647 KB
¥ Network |:| acfpdfuamdéd.dll D2/09/2016 153:40 Application extens.., 2000KB
v < b3
File name: | e | Workshare Protect Action Obje

| Open | [ Cancel

Browse to the location of your action DLL and click Open. The selected action is
added at the bottom of the list of actions in the Policy Action Add-In Manager. You
can then modify the default properties of the action.
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Modifying Action Properties

Using the Actions Add-In Manager, you can modify the default settings of action
properties.

To modify action properties:

In the Policy Action Add-In Manager, select the action to modify and click Edit. The Action
Detail dialog is displayed.

Action Detail ? *

Action Name Property Defaults

Unigue Action Name Available Action Properties Default Value

Clean Footnotes T il i

Policy Support Document Statistics True v‘;

Please select which policies you would like this . ) —

action to be available for Buitt In Properties _TI'I-IE ¥

[] Legacy Policy Headers True v

[] Active Content Policy — 4

Client Email Policy Footers True w

[] Client Removable Media Policy ; -

[] Desktop Content Discovery Policy Smart Tags | True =
Template .T|'|_|e L3
Custom Properties True v W

Create a new custom property

File Type Support User visibility
Please select which file types you would like this
action to be available for

FERE I [] Expand this action’s first tem when being displayed

s When this action is tiggered: | Allow user to ovenide it it will be checked by default)
Pt 2 /
docx

.docm

dotx

dotm ]

Allow this action to be processed transparenthy

Corcs

You can modify the default settings of the properties. For example, you can deselect a file
type in File Type Support so that the action is not available for all file types or you can
add boilerplate text to the Description field.

Note: Before creating your own custom action, contact Workshare for information and
assistance and support for this feature.
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